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About Representational State Transfer
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TR MRS AL 2

(rest) iR T webR 55 —Fiik REEMFER, PR P HIURMIRS 332 IRAIER R restBE LG ZHE & UONME BIR,
Febs IR 8 SO THFIR S 5 . rest

web ik 5514 FH http I SR 25 P HLARTIR 25 7 2 (R 3E T8 (5, 5l 2 i@idpost. get. putfildelete /7 Ak . SEL. FEHAI
MR TR ES. —BoRU, restEHARI@RSINECE X R FEIR, a1 MR ESuX Lt B 5 R R s .
icontrol®rest S L% /G resthE A .

ofifi i rest{E A3 T BRI, HHEET 4218 G dtapi i

KRS AT mimeZ i 22, FHF] H http Bl o P B ) B A0 BAE L A2 47

37 Frjsontg kAT SCRY gD

JHGE— HIFEARRST Curi) SRR RIFFESHEIRER .

oJ& [AHT TP NACAD LAFE 7R AE 1) B Th B AT

FEBCUR S| A S BE R DUE R R B

MR: URI &S

restiA 2 25 F 1 JE B R IR T IE e gt — SR AR IRSF Cuniform resource

identifier, uri) SKFRIRZEE. uritnilweb TR FR; FEARGIH, uriid R stmsh AR ZH 14 1)
et . ] DU Fweb AR %515 R fe e urisk G2 . 2B, 58 3 sl it Bk = Ak
®AGALE MR el . fErestiR REEMIII LR X, RAFE L FIERRMFE A, web

E
i iControl REST #7153 1& /] ADMIN(ZL U I EFEIK /7)o — H A T APL, G H LU AH ZFRIR
H7iControlREST A A &Y 1 F Ik /.

XTI B RJURDA B, uri (A B ip 7 58 42 IR Sk A4 50 ip bk .

https://<management-ip>/mgmt/tm/.. .

fEicontrol
resttf, BT &SR Auri s F #8405 445 B Imgmt/tm/ DUbR TR IR B R A i 44 S TR) o B DD 303% 2 74 e
KU PR IR i €5 .

https://<management-ip>/mgmt/tm/. ..

ARG A S fa e e A E A HINLE, 146 & 48 M IControl

restrf HA B YR O BERE I A . HEUE S R tmsh R B (K ThAE SN 4. Het)i& i, icontrol
restrf (41 2U4E AapmEapmiiE . fEicontrol

restt, W] A LA R urivy [AlapmBE A T A R



iControl® REST API FH P&

https://192.168.25.42/mgmt/tm/apm

NHE IR Fuiy B T X R, EiEE TIREESTRIITE R, 0 DS A N tmsh TR
AN . icontrol restéE & & E A B ER .

https://192.168.25.42/mgmt/tm/apm/report

PLR 7~ frjurids @ — N YR, e — sk, fEicontrol
restt, SEARE—PETDAECE KB, Hlin<destaddrmax”: 2048. FIEH AT LA E TS . Htms
hif e, BEURAH 29 T — AN

https://192.168.25.42/mgmt/tm/apm/report/default-report

Important: iControl REST only supports secure access through HTTPS, so you must include credentials
with each REST call. Use the same credentials you use for the =%/ device manager interface.
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*F REST BIFEIMREF

A URI is the representation of a resource that consists of a protocol, an address, and a path structure to
identify a resource and optional query parameters. Because the representation of folder and partition names
in tmsh often includes a forward slash (/), URI encoding of folder and partition names must use a different
character to represent a forward slash in iControl® REST. To accommodate the forward slash in a resource
name, iControl REST maps the forward slash to a tilde (~) character. When a resource name includes a
forward slash (/) in its name, substitute a tilde (~) for the forward slash in the path. For example, a resource
name, such as /Common/plist1, should be modified to the format shown here:

urije B P, b AR AR S M AL R SR B3R, T T AR IR B IR AN T 2 4. i Ttmshrboc
PEIEFN 73 X PR R IE A5 IERUT (), BRSO ISR 73 X A FR B urigim s 24 2544 FH AS [R] 1)
sk ricontrol®restd () IERHT . ALK IR L RPN IERIAT, icontrol

restiéf IERMLBUR ARG (=) F4/F. HBEAFRP S IERMT (O K, HHIRA (~) Bt
BAPIIERAT . Flln, #IEZ n/common/plistl) NASMCN T Frs fkE 2

https://management-ip/mgmt/tm/security/firewall/port-1list/~Common~plistl

XF http B
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Method LB
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DELETE X FHE4, iControlREST AN HF delete. T ¥, iControlREST ¥
delete.
PUT Xt T4, icontrol rest ANSCRF put. XFFHEYE, icontrol rest S £F put. XF T

11.6 X 5 5LJE A, icontrol rest A% &7 32 FF % VR pute
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Method iR
PATCH X THE4, iControlREST AN #F patch. % T %, iControlREST S F
patch.

XF JSON FE RN R 1E X

Hicontrol

restibFgetiF RIS, © AR — N RACHE T —Atjsonbody . [FIAE, A5 M B AL S jsonAg X A B
IR SCA SRy T e B SCARPR IR 20, icontrol

restfhttp Py 7525 71 3k 1% & Jvapplication/json. icontrol

restf i B A 7 A FE B N R R RS THE B EPE. fEicontrol

restif, R ifproperty$ijsont % o (1) 4% FR/ME BB ME X

jsonARAE AN EE I S S RFNEH . W R —DERE DN LIRMEXN S, WETR:
{ "partition":"Common" }

xfFoetitR, JEYEHjsonxd RuEH B E K. EER, SRAEUNE]S () R, Sk
AMEZ RIEES G ) 2B HTFEEZ2ANHTHNS, HMAHRMENHES ) 26
. SR Hicontrol restf]—AN AL R LRt ) ma SR FIER T json E ARG .

"kind":"tm:ltm:ltmcollectionstate",
"selfLink":"https://localhost/mgmt/tm/ltm?ver=11.5.0",
"items": [
{
"reference":{ "link":"https://../mgmt/tm/ltm/auth?
ver=11.5.0"
}
by
{
"reference":{ "link":"https://../mgmt/tm/ltm/classification?

ver=11.5.0"
}

"reference": {
"link":"https://../mgmt/tm/ltm/data-group?ver=11.5.0"
}

"reference":{ "link":"https://../mgmt/tm/ltm/dns?
ver=11.5.0"
}

"reference": {
"link":"https://../mgmt/tm/ltm/global-settings?ver=11.5.0"
}

"reference": {
"link":"https://../mgmt/tm/ltm/html-rule?ver=11.5.0"
}

"reference": {




b
{

"link":"https://..

"reference":{ "link":
ver=11.5.0"

}

"reference":{ "link":
ver=11.5.0"

}

"reference":{ "link":

ver=11.5.0"
}

"reference": {
"link":"https://.
}

"reference":{ "link":
ver=11.5.0"

}

"reference": {
"link":"https://..
}

"reference":{ "link":
ver=11.5.0"

}

"reference":{ "link":
ver=11.5.0"

}

"reference":{ "link":

ver=11.5.0"
}

"reference": {
"link":"https://..
}

"reference":{ "link":
ver=11.5.0"

}

"reference":{ "link":
ver=11.5.0"

}

"reference":{ "link":

ver=11.5.0"
}

iControl® REST API FH P&

/mgmt/tm/ltm/message-routing?ver=11.5.0"

"https://../mgmt/tm/ltm/monitor?

"https://../mgmt/tm/ltm/persistence?

"https://../mgmt/tm/ltm/profile?

./mgmt/tm/ltm/default-node-monitor?ver=11.5.0"

"https://../mgmt/tm/ltm/ifile?

/mgmt/tm/ltm/lsn-pool?ver=11.5.0"

"https://../mgmt/tm/ltm/nat?

"https://../mgmt/tm/ltm/node?

"https://../mgmt/tm/ltm/policy?

/mgmt/tm/ltm/policy-strategy?ver=11.5.0"

"https://../mgmt/tm/ltm/pool?

"https://../mgmt/tm/ltm/rule?

"https://../mgmt/tm/ltm/snat?
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"reference": {
"link":"https://..
}

"reference":{ "link":
ver=11.5.0"
}

"reference": {
"link":"https://..
}

"reference":{ "link":
ver=11.5.0"

}

"reference": {
"link":"https://..
}

FFE LK iControl REST B

P — Straffic management

/mgmt/tm/ltm/snat-translation?ver=11.5.0"

"https://../mgmt/tm/ltm/snatpool?

/mgmt/tm/ltm/traffic-class?ver=11.5.0"

"https://../mgmt/tm/ltm/virtual?

/mgmt/tm/ltm/virtual-address?ver=11.5.0"

shell (tmsh) %yt PAEERI ORIk . R FAER PR, JFRIRAEX 8R4 BB I getii sk

Ry e, BRI s .

PropertyName 737

kind —NME— PR AR

Generation TR E RS« ABOCRIREUE SRR S U . 1 EA— S iiE
B B, mRBRTEASTRTRE, WSS FECON SR A
H.

selfLink — e M TR I R
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"kind":"tm:sys:software:image:imagecollectionstate",
"selfLink":"https://localhost/mgmt/tm/sys/software/image?ver=11.5.0",
"items": [

{

"selfLink"

"kind":"tm:sys:software:image:imagestate",
"name" :"BIGIP-11.5.0.0.0.191.is0",
"fullPath":"BIGIP-11.5.0.0.0.191.is0",
"generation":38,

:"https://../mgmt/tm/sys/software/image/BIGIP-11.5.0.0.0.191.is0?ver=11.5.0",

"build":"0.0.191",

"buildDate":"Wed Nov 27 14 03 09 PST 2013",
"checksum" :"fab5b673486ccclec20fbebcea5ldyk0",
"fileSize":"1751 MB",

"lastModified":"Tue Dec 3 01:30:32 2013",
"product":"&E",

15
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"verified":"yes",
"version":"11.5.0"

"kind":"tm:sys:software:image:imagestate",

"name" :"BIGIP-tmos-bugs-staging-11.5.0.0.0.237.1is0o",
"fullPath":"BIGIP-tmos-bugs-staging-11.5.0.0.0.237.is0",
"generation":37,

"selfLink":"https://. ./software/image/BIGIP-tmos—bugs-staging-11.5.0.0.0.237.1iso?ver=11.5.0",

"build":"0.0.237",

"buildDate":"Wed Dec 4 14 14 44 PST 2013",
"checksum" :"bb4ae4838a5743fa209f67alb56dedef",
"fileSize":"1843 MB",

"lastModified":"Wed Dec 4 15:32:28 2013",
"oroduct": "=E",

"verified":"yes",

"version":"11.5.0"

root@(=AF1) (...) (tmos) # list sys software image
sys software image BIGIP-11.4.0.321.0.iso {
build 321.0
build-date "Mon Feb 11 07 23 24 PST 2013"
checksum £9411fde01d6a3521d4ae393e9bb077¢c
file-size "1522 MB"
last-modified "Mon Feb 11 09:35:50 2013"
product =F}
verified yes
version 11.4.0

}
root@ (=K 1) (...) (tmos) #

KTZEENRE

ARG AL A AL THRRE, lnoskl, JIF R IR ek . icontrol®rest
AR EAM S EBERARE . WRARERI{E Jynone, Micontrol restff At H 205 % J& .

JEBE P post 2 put NG —IMEHIERE, 1EAE json 1L XA ME AT HE

"kind":"tm:sys:software:volume:volumecollectionstate",
"selfLink":"https://localhost/mgmt/tm/sys/software/volume?ver=11.5.0",
"items": [
{

"kind":"tm:sys:software:volume:volumestate",

"name":"MD1.1",

"fullPath":"MD1.1",

"generation":34,

"selfLink":"https://localhost/mgmt/tm/sys/software/volume/MDl.1?ver=11.5.0",
"basebuild":"0.0.191",
"build":"0.0.191",
"product": "= A",
"status":"complete",



"selflLink

"selflLink

iControl® REST API FH P&

"version":"11.5.0",
"media": [
{
"name":"MD1.1",
"media":"array",
"size":"default"

"kind":"tm:sys:software:volume:volumestate",
"name":"MD1.2",

"fullPath":"MD1.2",

"generation":35,

":"https://localhost/mgmt/tm/sys/software/volume/MD1.2?ver=11.5.0",
"active":null,
"apiRawValues": {

bo
"basebuild":"0.0.237",
"build":"0.0.237",

"oroduct": "=E",

"status":"complete",
"version":"11.5.0",
"media": [

{
"name":"MD1.2",
"defaultBootLocation":null,
"media":"array",
"size":"default"

"kind":"tm:sys:software:volume:volumestate",
"name":"MD1.3",

"fullPath":"MD1.3",

"generation":36,

":"https://localhost/mgmt/tm/sys/software/volume/MD1.3?ver=11.5.0",
"status":"complete",
"media": [

{
"name" :"MD1.3",
"media":"array",
"size":"default"

About reserved property names <158 HI4p 14 4 R

icontrol®restff i 1 JLANE S, W B2 #idnameflgeneration. —L&tmsh41 {440 & 2 A (R &
JE e . XMicontrol
restyEjson - A& B R B A RIS, R HAH R £ 45 44 tmname Bitmgeneration & # U1 B 44 FR o
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KT RELAREANER

icontrol®rest ) J& MEAE T FRAE F KIdr B A€ S EEE (tmsh) shell A[F. 7E tmsh /7, JEMH:4H
INEFRFHM . S TFEEZARIAREEA, PR HIE 5. icontrol rest X J& 1 44 15 FH /)N
HI%UE (camel case) Z13E, HEMRIE— AR/ NER, AT RS HA 48 E K5 1.

40, JEE build date (40 tmsh HAfF7R) 7E icontrol rest &7~ A4 builddate »

FF JSON RS
icontrol®rest S LA T 45 £ G i AT «
*W3CXMLE AL

*ISO 3166i& FH T E ZX Al [X
24 E1S0 6709

B MISO

« H RIS 1] Y RFC 3339

o BLR AR DX K

HREEIN E) AT LA R N Unix4l yt (19704F1 1 H 00:00:00
UTC) DRI EL, 2 M INEU 8] i —fD

X TR E T BC L P R R P A L SULRTR R, ORI 1] B O B A4 AR R RSB 44 (icheckinterval
Days) $fitA S [A] A7 3R 7R -

RXF APl A

B 5 B () ()42, Xeticontrol®rest

apiffI & B AT it 75 BN AR A /Y BB AR A 5o 1 4537 SR BR 1] Ak & Fi A ffapi, - icontrol

restf Zapihi AR S E Auri )ik . B AR E apihiiAs, 15Ta Ever24L. apiliiA s (W111.5.0
), R MBI AR R, G AT S H .

GET https://192.168.25.42/mgmt/tm/ltm?ver=11.5.0

i )37 (1] json 3 A& G Fhselflink J&@ 4 [ apifi A5 DL AT A 4 #2 . %t Ficontrol

rest, WA YR IR S 515 SR R ISR RRAS S ICEE . G0 SBANHE e api bR A, MHZRRASBRIA N 24
HIRAS . N T ARFE SapiA RARAS B 1 fa e 280k, i R A5 553 SR AP 4 e B AR 5 DT A R
anFicontrol restCik AL i 518 KA AWM R, IR B EHRARS .

VLR B rest SLHEH http LR EEER A1, 1H icontrolrest A~ /& (F 17 http 4 friH
api.
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iControl REST L E i

FIRLIIN,  yk®icontrol®restx FHLik 5Tk H P U5 M s FI@ AR S LRI SR EAREAE A = 7Y
ARG, P LAUES i RS0 LR IR AT QUEE e 6 w0 B S 2 R VR 3 YR /mgmit/tm/auth/
userdin s RMBAMEFFE R, AT LAY i) 1235 i R S8 5O i

ik FAd Ficontrol

rests LS, A AITEjson EAR h R A BERD . BERD A ST A N IA R AL 2R3 ST ) BT SRmG . ST DA
15 FHtmsh 2 6 %57 75 A 4L 214 R0 35 R Shemss o dn SRR SR AL A 35 i 2 5 F5 5K, icontrol

restPF AR 45 ()1 3K A 15200 ok B . R SRS ANTH £ 3K, Wicontrol

rest 45 4 5 http 15 i B2 Y 25 A 58 24 SR .

{5 iControlREST &R ¥ M &5 1%

When your password expires, a z £} system blocks access to resources. To re-enable access to resources,
you can access the /mgmt /tm/auth/user endpoint to change your password. 25 i id #int, =&}
®R G M X BRI UG 0] o EEEF S D BRI R U IR), AT BLE
/mgmt/tm/auth/user >k 5 B 2565 .
s, AETE JSON IE SRt
{
"password": "<password>"

}

NSRS TR AL A R T TCVA T R BRI EOR. B A EEBME— 1), MESRRE R M. B0, i
SRR IR 8] — 2% BRI B o T DA tmish iy 51 2 56 1 55 T SR SR 15 4R 2 710 50

1. [m/mgmt/tm/auth/user %t patch ik, FFEL % json EfAk.

PATCH https://192.168.25.42/mgmt/tm/auth/user

AT, #BaEE & H IControl®rest 53R B o 1 5565 .

*XFH KA R iControl Fl5 4y 583F

IControl®restA~ F 223K 1 S #./N F il F 4% 7 1Control

restet YR ARLPR . MRRA12.0HF46, F P E ShE Xrest B P A DT AL, (BRI ZiREUH T S 43
IAEA R, IEET Hrestit R P& iZ 4. =&

® ARG & B AR AT LM FH AR By IiE & hirestifisR . A G MHIGIEFEE M HHESID. B S
C: ) FIEERG L R base6A%m i - 13 & o
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&R FF iControl REST B IIE 418

YE RN =R
RGNS G, AT DU 3 A B 4 56 AIF i AT icontrol®restif F . 6 Tk = & BRI A 1, P
WG SR — AR, %4 AT Tk e rest apidi SR FH P 34T B I0AIE
1. O SHIIEAS M, EH =R
®AB K HPOSTIER . WAV LA EIEA NG5 () FEEk, S{EMjsonTF 78 —FF

POST https://172.68.25.42/mgmt/shared/authn/login

{
"username": <user name>,
"password": <user password>,
"loginProviderName": "tmos"

}

LR4FEE login reference, ‘© 5| B SEIRHAREF . FEAFIY, login providername J& 4 o V&R
ELTMARESI . T REZH1EM, 151 A loginprovidername il tmos.

B restmjwﬁﬁa/\ﬁzﬁ, THE AR TR IR e . A — %ﬁu ﬁm REFNE 721
Hﬁ}jgo TEAGI, FRrH R 492d3316e5456378b4acOb5e2fa023595f0da65a. 4 ff) A 47 & 1y 8 /1

H

2. R trestiif ok, THR-QMEANINETE R K. BAEAE M jsonT 45 8 —FF, KebricHHreu
5 ¢ W

GET https://172.68.25.42/mgmt/tm/1ltm

{ "X-YK-Auth-Token": "492D3316E5456378B4ACOBS5E2FA923595F0DAGSA" }

TEARFIF, EFHE T B ETLE IControl rest 17 3K A )4 Fit o

Bk BRE IR E AR A R

U 2% T (] SR e 42 o R S AN R 2 TR A2 B, 9 iAdE A xmihttprequest (xhr) X5
IER . BEAh, [FIVRSRESIETE H, MREE s N Eds i iaas A e s B — ek
A — WXl B IR AE B, ARz s b, B S S A EAL AR UGG . ERIRE S %
s AR AL, EESYRTIRIEE Ccors) JHITESMTETIT http SR IR B M Es
—HIR, CARAEAER P b < BT e VE SR AT AT, AT S 2 A i e B AR
K. cors SkALVFE P HIAIIRSS 2% 2 (B (5, DAEE ST SETE SR BR )

CORS SRR PRI R A BTG SR A RATHITE SR o TR B 75 3K B get. head BX post 15
R X T post K, K%k RIS 2% AR 10 N AR AL E application/x-www-
form-urlencoded. multipart/form data ¥ text/plain. & SiER I — fi M2 1ERAEE
H o k.
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X TEE web BEURIN http 7772, cors FrifEE L 7 —A prefl DhRE, 8% 7 I BE W6 1 12
SRR ERYIER. EIERD S get. head B post LASME J7i:, BidE %€ application/x-
www-form-urlencoded. multipart/form (& 517 H post 153K ) text/plain PAAME) PN 2827
ko TEZ P i RIRT A AR TE R ZHT, 2 P i f F options 77k K HiE K LA IR 5%
o

B, B EIEE AR PRSI http SRAGREERITR . 207 iid 45 5 JE K

(307 T 42 1 SR O IR ANV 4 G SR Sk o FRVFES IR SR IM IR S5 #8448 F http D7 [R]4% allow
origin AR SRF B KM B 7] 42 118 SR O3 AN SR 753%, - DA KT Il 1 SRSk A
SCHFIIME .
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MRIEFSIRTIEILT Ccors) HVE, LRI 7% ) i A8 5 R k.

HTTP header

iR

Origin

Access-Control-Request-Method 7 1] 4% il i >R J i

Access-Control-Request-Headers 7 [ #2511 3K k38

Fa e 8R 28 YR EL preflight J5 1 uris

FAAU % 7 m AR 135 SR TOAR 9 hitp T .

FAR IR — MR % 7 e £ 55 ) http Sk

il

Cross-Origin Resource Sharing response headers B&JE 3% IR 550 B L 5B
specification fR#E FS YR T I L (CORS) #yE, BLRFIH T AR5 2% N preflightis 3K i & 2% 1

g 3k

HTTP header

iR

Access-Control-Allow-Origin

i Rl P2 ] SO VR

Access-Control-Expose-Headers

ket VA St
Access-Control-Max-Age
D 1A 47 1] 5 1 I )

Access-Control-Allow-Credentials

85 SOV IR YR uri
X+ Ficontrol®restf 7, ARG H SR VFE SR A9
V. IControl restSc AN L YFEIRITE (%)

T8 5E v 2 4 N TFI http k%32 . %FT IControl
rest 7, BESkse & it m] AU ) YKeHF 2
Sk %

TRAE A7 preflis RET R I AL . 72 LI T3]
Bodiim, FrmMERSR SEEARS
WA A BME, BB K.

TR R R E N true IHE S ATFHIN o XF T
icontrol rest A /™, Itk aR SUVF cors i SR i
F & 4 58AIF cookie. HHZAEIEEN true. Wi
TEANTEEE cookies HEAT S S0IE, BB 2 bk
ko B4 xmihttprequest X 5
withcredentials J& 1% B N true, 7 REf# cors i
KT .
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R THA iControlREST HIZME & 4 AF IR AR /P

iControl REST 3z ¢ A FE HEAE 7 4N 6 B 40 50IE,  Uactive directory (ad) #radius. 5= %}

ARG A B B TE SR BERE Y DAAMRSR BERE P AT S B0 TE R B — AN R, AT DA % A T [l
icontrol

restH TR . A3 BENL AT, FERECTF RS HasciiTfF, fE—BNRINE K. £
LR I /T, RS AR RS S SR 2 I TE IR K By . A I AR, R TR SR AL
PR 7RI — AN 2

VEEL AR T SERTG 0 F il K ] vest IR, AUTM -G 107 5 il FELEFE TS

f&m] PLd L 8 A rest

apiH I H P S BE 7 VR A A . 7R A MRS SR 2 AT, A2 FR G 01 A SR EURR IR
AN S B UE SR HERR T S G . AN S ISR, 15 R Hpostif R, FEFETE KR Hjson:
RrhtRE P4 BEAERGI . HAERE SIS P 200 WA M0 1A SR Bl
Ty, T AL A 5 R json 4
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"username":"auser",
"loginReference": {

"1ink": "https: //localhost/mort/an/systen/authn/providers/1dap/298d4aa5-d255-438£-997d-7£9841093d5d/ 1ogin"

b

"token": {
"uuid":"69c4blc8-efdc-429a-b50c-723e92703a2b",
"name" :"492D3316E5456378B4ACI9B5E2FA923595F0DAGSA",
"token":"492D3316E5456378B4ACI9BSE2FA923595F0DAGSA",
"userName" : "USERNAME",
"user": {

"groupReferences": [

1,

"timeout":1200,
"startTime":"2014-07-08T17:14:34.305-0700",
"address":"192.168.2.2",

"partition":"[Al1l]",

"generation":1,
"lastUpdateMicros":1404864874295548,
"expirationMicros":1404866074305000,
"kind":"shared:authz:tokens:authtokenitemstate",

"selfLink":"https://localhost/mgmt/shared/authz/tokens/69c4blc8—efdc-429a-b50c-723e92703a2b"



}o
"generation":0,
"lastUpdateMicros":0

}

token JEPEEFRIRE M S EER . 1 json AR, Fric Ebric Xt & A i 5
492d3316€5456378b4ac9b5e2fa923595f0da65a. ELimH it LG IE, WAATE rest if 3K HH L F x-yk-auth-
token SkIEAE SR A RUE . W RIEABIEAMIT S I0IE, W LLE ALK . A RI
S e S 245 8, 1§25 BIG-1Q®Systems:Rest APl 2%,

Get &R

Discovering modules and components &I FNZH 4

Jicontrol®rest>Z il getit K AT K I. MIEFHLESR, FIRPLSHBEEMHE. &
BUAHAUEE A 55— AN -4k s icontrol restAltmsh 22 8] 2% R

SR ILEER, i get 7713/ K icontrol rest FEHE R — MNMHLUES, WIABIFTR.

GET https://192.168.25.42/mgmt/tm/1ltm
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"items": [
{
"reference":{ "link":"https://localhost/mgmt/tm/ltm/auth?
ver=11.5.0"

}

"reference":{ "link":"https://../mgmt/tm/ltm/classification?
ver=11.5.0"
}

"reference": {
"link":"https://../mgmt/tm/ltm/data-group?ver=11.5.0"
}

"reference":{ "link":"https://localhost/mgmt/tm/ltm/dns?
ver=11.5.0"

}

"reference":{
"link":"https://../mgmt/tm/ltm/global-settings?ver=11.5.0"
}

"reference":{
"link":"https://../mgmt/tm/ltm/html-rule?ver=11.5.0"
}

"reference":{
"link":"https://../mgmt/tm/ltm/message-routing?ver=11.5.0"
}

"reference":{ "link":"https://../mgmt/tm/ltm/monitor?
ver=11.5.0"
}
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"reference":{ "link":"https://../mgmt/tm/ltm/persistence?
ver=11.5.0"

}

"reference":{ "link":"https://../mgmt/tm/ltm/profile?
ver=11.5.0"
}

"reference": {
"link":"https://../mgmt/tm/ltm/default-node-monitor?ver=11.5.0"

"reference":{ "link":"https://../mgmt/tm/ltm/ifile?
ver=11.5.0"
}

"reference":{
"link":"https://../mgmt/tm/ltm/lsn-pool?ver=11.5.0"
}

"reference":{ "link":"https://../mgmt/tm/ltm/nat?
ver=11.5.0"
}

"reference":{ "link":"https://../mgmt/tm/ltm/node?
ver=11.5.0"
}

"reference":{ "link":"https://../mgmt/tm/ltm/policy?
ver=11.5.0"
}

VegiEerene@™ g {
"link":"https://../mgmt/tm/ltm/policy-strategy?ver=11.5.0"
}

"reference":{ "link":"https://../mgmt/tm/ltm/pool?
ver=11.5.0"
}

"reference":{ "link":"https://../mgmt/tm/ltm/rule?
ver=11.5.0"
}

"reference":{ "link":"https://../mgmt/tm/ltm/snat?
ver=11.5.0"
}

"reference": {
"link":"https://../mgmt/tm/ltm/snat-translation?ver=11.5.0"
}

"reference":{ "link":"https://../mgmt/tm/ltm/snatpool?
ver=11.5.0"

}
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"reference": {
"link":"https://../mgmt/tm/ltm/traffic-class?ver=11.5.0"

}

"reference":{ "link":"https://../mgmt/tm/ltm/virtual?
ver=11.5.0"
}

"reference": {
"link":"https://../mgnt/tm/ltm/virtual-address?ver=11.5.0"
}
}
1,

"kind":"tm:1ltm:ltmcollectionstate",
"selfLink":"https://localhost/mgmt/tm/ltm?ver=11.5.0"

}

58 curl BEEALR SE FFE 7 ki =K icontrol rest. 7E uri 1, #85%E—

MR EAR LT TH,
&. Biltm, 4 curl-k-u admin:admin-x get https://192.168.25.42/mgmt/tm/Itm & 3K Itm

NMHLES . B
HHLES .

e \Control rest ZJRHTA 28 7] BE A B TLE B R H T tmsh X B 25 71T /7 A 18 14 FLE T

TERE RAE = FLAF L R EHIRDA 2 B i

Note:

XTFoREE
Icontrol rest SCRFRBYAE G143 TR, 43 UL SEUR s il (OData) IS 44R
HERTH T SRR RERIE R . 1ERKBEARRS, icontrol rest M N ALHEH TARHE AT
uriv ZEREMT T, GREN E—-TEMN, UASEFMIIH . S0, 40
i UM E S, DAY ET I E BT icontrol®rest AR I 1% ) 4 AR T HLIX L
1.
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JE HiR

selfLink The URI of the collection, including any query parameters.
EE5W uri, B ERAERNSE.

nextLink The next set of data in the result set. Includes the $skip query parameter
in the link. &5 JLrp (1) N — 2085080 . 7ERE B AL S $skip EE I S50

previousLink The previous set of data in the result set. Not present in the first set of data.

SR e . AR AR

currentItemCount A count of the number of items in the result set, either as the value of the
$top query parameter, or the remaining number of items if less than the
number requested. 45 5T H £ 1114, W] LAE $top A S 1)
B, AT RLR /N T SR E R ) A 00 H 2.

itemsPerPage The number of items to display per page. 4 Ui {7~ 551 H %k
pageIndex The current page in the result set. 25 5+ (124 55 7T o
totalPages The total number of pages in the result set, equal to the result of (totalltems

/ itemsPerPage), rounded up to the next integer value. &% 5 1 f1) &2 TU%,
T (totalitems/itemsperpage) [I&55, M& TLAN R — N EEE .

startIndex The index of the first item in the result set. 25 5+ 85 — I [f1 2% 5|

totalltems The number of items in the result set, as calculated by the
Sinlinecount=allpages query parameter.
Hi$inlinecount=allpages 7 #f) Z it & i 45 5 b 1 10 H 2.

About query parameters

28

IControl®rest A )1 5 F R G A WL ITSLI | B Vil (OData) &N +4E. odatal/pil
X T REBWIED, XD ERNFFRSE, AT E R Hurlbr iR 8 RE P EIEN RN
Biltn, AL S EHERRSE AT 04T, KAWL R B A X A B, 308 &icontrol
restiIRFE AR . B T asmiBitz 4k, 1 S HUN IR T 3REGE K o

BEEHEMSE, R ERSEEREAMENE Ruif R E. Fra &S HERE UL 5Tk
(2, FIRBERNSHY . WRIEEAFSZEEERALLE. EiE Ficontrol restffjcamel
casefii A4 5%E . ODatatr IS HLLE LTS ($) 3k, MiHE XEHSEAUE LTS k. #1
w1, AT LAFR e A AL B LR 1 K P finame @ 1 :

GET https://localhost/mgmt/tm/ltm/pool/?$select=name

HESRE M E RS, HERNEME RS BRI LSS (&, REREERNSHRIENX
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. FFRFIH T OData®s it Z £ i 1Control
restSEEL S 4. T ODatatr I S A LA TuiF S ($) Fk. WEHERE, $filter3% (W AEH)
o FLAE IR il A4y 2 A B4 X

Parameter 2%

Description iR

Sfilter

Specifies an administrative partition to query for aresult set. This parameter filters
the result set by partition name and does not fully implement the corresponding
OData query parameter. The asm module fully implements the OData query

parameter 45 & L E WL KL EH X LS HHL > X A RIS R,
HR 58 4= S B ) OData A I 24 asm B 5E 2 SEH 1 odata A ]2

Sselect

Specifies a subset of the properties that will appear in the result set.

TR SR L R R IR VR T4

$skip

Specifies the number of rows to skip in the result set. The result set is chosen from
the remaining rows. fi5 & £ 7E 45 KA h ki 14780 45 AR MR R BT
Wi ERE]

Stop

Specifies the first N rows of the result set.fi & 45 ARG n 17
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icontrol rest37 frodataZd i3 - 5 IA ) L i5iE B F A s AT

Operator #fE Description iR

eq Equal to T

ne Not equal to /2T

It Less than /N~

le Less than or equal to /N T2

gt Greater than KT

ge Greater than or equal to KXF+%5F
and True if both operands are true 5
or True if either operand is true &%,
not Negation of operand

/1 icontrol rest A X A7 $filter 224017 eq & F 77

icontrol restf & /LA 5 XA B AL, HE LENBHEBHG T REEETHT (9 FH.

Parameter Description

expandSubcollections | Specifies that iControl REST expand any references to sub collections when
set to true. By default, the response to a GET request only contains links for
sub collection reference properties.#f i€ IControl rest 7E 3¢ & A true i g 7T
XGRS . BRIAEOLR, X get & Ky MAL AL & 1545
F R Y B4z o

options Specifies the options to a query request. This parameter takes values that are
compatible with the tmsh command-line options. #& & £ 1] 1/ 3R fr1iE 1 .
EZHCR S tmsh fir 247 W ITH 25 (118

ver Specifies the version number of the iControl® REST API to use when making
a request. Defaults to the current version if you do not specify a value.

52 R i RIS ZL{3 H 1) IControl®rest API FIRRAS . Ul SR A F e H,
WUPER I =4 A RRAS

Paging through large collections ZE RESH 4R

WRTE A getiF R P A HA S KRETNES, WESHEKERME wAAERE . BHSHR
VREE T Z TN . icontrol®rests7 #Fodata 5 4t 25 1) 2 2 $top Al $skip LA IR 7] 1T T4 .

i H1$TopQueqZH4R & = el
A IR Bl BRI H H. R H curl JF Munix i 4TI 4T I dr &, WEER T 574 () Al
AN ESRABHATLFRF (D, PABGIEX 75 347 shel R -

curl -k -u admin:admin -X GET https://192.168.25.42/mgmt/tm/sys?\$top=4
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EE W RN IE I, EIE R, JREStopE S EM N Bluri. LA B R sysHE A dhr H A AT Y T
o MW N FE 7R A A FAE T — DU — U S i AR id fnextLink FlpreviousLink J& 1 .

BAER =N n NMERED, EMAHS E—ARBIAERR uri HoR$skip WS E NS uri. R
o sys A TR R DY e NS R s AR B HE SR i E) nextLink 1 previousLink J&
P,
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KTTHRY R

32

icontrolrest 37 fFexpandsubcollections £ if) 2%, fEtmshr, confidd & @M. T4l LA AR <
EFAfE. Bln, W RBRSE T 60 B AR I LA G DGR, 0, 3 LT M@ 1) R 40U 5%
ax (msh P ILTMEEILAA D BRI LTMIt B oy S iR 55

W5 E Mtrue, expandSubCollections B ) Z 40 BRIl A 24, (H M 7 2B AT AT SC B Y
BT LA

REZmaE T — MoK s, HERSHE T 2orAarmEtst, EERTEENE
P H5HANWE S H—#E, expandSubCollectionsZ 3 A 37 Hrgetid K LASMITIE R .

https://192.168.25.42/mgmt/tm/ltm/virtual/my-VS/?expandSubcollections=true

"kind":"tm:ltm:virtual:virtualstate",
"name " : llmy_vs " ,

"fullPath":"my-Vvs",

"generation":1,

"selfLink":"https://../tm/ltm/virtual /my-VS?expandSubcollections=true&ver=11.5.0",

"autoLasthop":"default",

"cmpEnabled":"yes",

"connectionLimit":0,

"destination":"/Common/10.2.1.189:0",

"enabled":null,

"gtmScore":0,

"ipProtocol":"tcp",

"mask":"255.255.255.255",

"mirror":"disabled",

"mobileAppTunnel":"disabled",

"nat64":"disabled",

"pool":"/Common/my-Pool",

"ratelLimit":"disabled",

"rateLimitDstMask":0,

"ratelLimitMode":"object",

"rateLimitSrcMask":0,

"source":"0.0.0.0/0",

"sourceAddressTranslation": {
"type":"automap"

bo

"sourcePort":"preserve",

"synCookieStatus":"not-activated",

"translateAddress":"enabled",

"translatePort":"disabled",

"vlansDisabled":null,

"vsIndex":2,

"policiesReference": {
"link":"https://../tm/ltm/virtual/~Common~my-VS/policies?ver=11.5.0",
"isSubcollection":true,

"items": [

{
"kind":"tm:ltm:virtual:policies:policiesstate",
"name":"asm auto 17 policy my-VSsS",
"partition":"Common",
"fullPath":"/Common/asm auto 17 policy my-Vs",
"generation":1, a -
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"selfLink":"https://../~Common~my-VS/policies/~Common~asm auto 17 policy my-VS?ver=11.5.0"

}
]
by

"securityLogProfiles":[ "\"/Common/Lo
g illegal requests\""
I
"fwRulesReference": {
"link":"https://../tm/ltm/virtual/~Common~my-VS/fw-rules?ver=11.5.0",
"isSubcollection":true
bo
"profilesReference": {
"link":"https://../tm/ltm/virtual/~Common~my-VS/profiles?ver=11.5.0",
"isSubcollection":true,
"items": [
{
"kind":"tm:ltm:virtual:profiles:profilesstate",
llname n : "http" ,
"partition":"Common",
"fullPath":"/Common/http",
"generation":1,

"selfLink":"https://../tm/ltm/virtual/~Common~my-VS/profiles/~Common~http?ver=11.5.0",

"context":"all"

by
{

"kind":"tm:ltm:virtual:profiles:profilesstate”,
"name" . lltcpll,

"partition":"Common",

"fullPath":"/Common/tcp",

"generation":1,

"selfLink":"https://../tm/ltm/virtual/~Common~my-VS/profiles/~Common~tcp?ver=11.5.0",

"context":"all"

by

{
"kind":"tm:ltm:virtual:profiles:profilesstate",
"name" :"websecurity",
"partition":"Common",
"fullPath":"/Common/websecurity",
"generation":1,

"selfLink":"https://../tn/1ltm/virtual/~Common~my-VS/profiles/~Comon~websecurity?ver=11.5.0",

"context":"all"

Expanding a sub-collection reference ¥ B F&£ &5 H

% Hicontrol®rest e i 7] LLELFERTFEE & 15 H . ¥R THES
BHSHY B FEERGIH.

BERE IRMEAER, BFEATESNFAGE, BINFERfS
expandSubCollections=>furiAtrue. AELEZEWSEETH M FRTRHS (5 .
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RNT TR, HoRGIER TR EA TEST R EIRMgetiE K . MR AL issubcollection &
P, BE Ntrue, UHRRTHES. BHNEEXS FEANGIH.

https://192.168.42.25/mgmt/tm/1ltm/pool/~Common~my—-Pool

{ "allowNat" : "yes",
"allowSnat" : "yes",
"description" : "sdfds",
"fullPath" : "/Common/my-Pool",
"generation" : 1,
"ignorePersistedWeight" : "disabled",
"ipTosToClient" : "pass-through",
"ipTosToServer" : "pass-through",
"kind" : "tm:ltm:pool:poolstate",
"linkQosToClient" : "pass-through",
"linkQosToServer" : "pass-through",
"loadBalancingMode" : "round-robin",
"membersReference" : { "isSubcollection" : true,

"link"™ : "https://../mgmnt/tm/ltm/pool/~Common~my-Pool/members?ver=11.5.0"
by

"minActiveMembers" : O,
"minUpMembers" : O,
"minUpMembersAction”" : "failover",
"minUpMembersChecking" : "disabled",
"name" : "my-Pool",
"partition" : "Common",
"queueDepthLimit" : O,
"queueOnConnectionLimit" : "disabled",
"queueTimeLimit" : O,
"reselectTries" : O,
"selfLink" : "https://../mgmt/tm/ltm/pool/~Common~my-Pool?ver=11.5.0",
"slowRampTime" : 10

BAE RIS, HontlfE FH expandSubCollections 25 #)Z: 4. icontrol®rest 74 [ & X
expandsubcollections Tif| 24, ZSHAEXIRPEEETIT ($) .

https://192.168.25.42/mgmt/tm/1tm/pool/~Common~my-Pool/?expandSubcollections=true

{ "allowNat" : "yes",
"allowSnat" : "yes",
"description" : "sdfds",
"fullPath" : "/Common/my-Pool",
"generation" : 1,
"ignorePersistedWeight" : "disabled",
"ipTosToClient" : "pass-through",
"ipTosToServer" : "pass-through",
"kind" : "tm:ltm:pool:poolstate",
"linkQosToClient" : "pass-through",
"linkQosToServer" : "pass-through",
"loadBalancingMode" : "round-robin",
"membersReference" : { "isSubcollection" : true,
"items" : [ { "address" : "1.1.1.1",
"connectionLimit" : O,
"dynamicRatio" : 1,
"fullPath"™ : "/Common/block:0",
"generation" : 1,

34




iControl® REST API User Guide

"inheritProfile" : "enabled",
"kind" : "tm:ltm:pool:members:membersstate",
"logging" : "disabled",
"monitor" : "default",
"name" : "block:0",
"partition" : "Common",
"priorityGroup" : O,
"rateLimit" : "disabled",
"ratio"™ : 1,
"selfLink"
"https://../tm/1ltm/pool/~Common~my—-Pool/members/~Common~block:0?ver=11.5.0",
"session" : "user-enabled",
"state" : "unchecked"
bl
"link" : "https://../tm/ltm/pool/~Common~my-Pool/members?ver=11.5.0"
}r
"minActiveMembers" : O,
"minUpMembers" : 0,
"minUpMembersAction”" : "failover",
"minUpMembersChecking" : "disabled",
"name" : "my-Pool",
"partition" : "Common",
"queueDepthLimit" : O,
"queueOnConnectionLimit" : "disabled",
"queueTimeLimit" : O,
"reselectTries" : O,

"selfLink"
"https://../tm/ltm/pool/~Common~my—-Pool?expandSubcollections=trues&ver=11.5.0",

"slowRampTime" : 10

}

MEHEL 7 R 8] B R

BB IX, ETE get WRFMHHSfilter query ZEFEE S X EE.
1. uri KEKSfilter query ETViH common PAAME 43X o
2 GBI R A ERR urd BTG ? $filter=/7[X%20eq%20fw objs

LA RSE, R BIER —A get WK, 17 SR AL FH 07 ide 5 50 B 7 1 B A1) 1K g 231X
TR AW N Y BLAE 2R — 4> block

GET https://192.168.25.42/mgmt/tm/1ltm/pool/?S$filter=partition eq fw objs

"kind":"tm:1ltm:pool:poolcollectionstate",

"selfLink":"https://../mgmt/tm/ltm/pool?$filter=partition%20eq%20fw objs&ver=11.5.0",

"items": [
{
"kind":"tm:1ltm:pool:poolstate™,
"name" :"tcb-pool2",
"partition":"fw objs",
"fullPath":"/fw objs/tcb-pool2",
"generation":9587,
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f#F iControlREST R84+

control®rest > KF{ Hgetid KA sl g vt th o i B R e g B 4 pk,  Lhjsontg 27w, Al /st
ats¥ii 257742 5 tmsh show i 228 50 S8 4 e

BRI IR Gt 45 %, i #endpoint/statsfft in£luri.

GET https://192.168.25.42/mgmt/tm/ltm/pool/stats

{

"kind": "tm:ltm:pool:poolstats",

"generation": 9,

"selfLink": "https://localhost/mgmt/tm/ltm/pool/members/stats?ver=13.0.0",

"entries":
{ "https://localhost/mgmt/tm/ltm/pool/members/~Common~pooll/stats":
{
"nestedStats": {
"kind": "tm:ltm:pool:poolstats",
"selfLink":
"https://localhost/mgmt/tm/ltm/pool/members/~Common~pooll/stats?ver=13.0.0",

"entries":
{ "activeMemberCnt":
{
"value": 0
by
"availableMemberCnt":
{ "value": 1
Y.

36



"curSessions":

{ "value":

by

"memberCnt" :

"value": 1

by

0

{

"minActiveMembers":

{ "value":

}y

0

"monitorRule":
{ "description":

"none"

by

"tmName": {

"description":

br
"serverside
{ "value":
br
"serverside
{ "value":

by

"serverside.

" /Common/pooll"

.bitsIn":

0

.bitsOut":

0

curConns":
0

iControl® REST API User Guide

{ "value":
br
"serverside.maxConns":

{ "value": O
by
"serverside.pktsIn":

{ "value": 0
by
"serverside.pktsOut":

{ "value": 0
by
"serverside.totConns":

{ "value": 0
br
"status.availabilityState":

{ "description": "unknown"
br
"status.enabledState":

{ "description":

"enabled"

br

"status.statusReason": {

"description": "The children pool member (s) either don't have service

checking enabled,
by
"totRequests":
{ "value": O
by
"https://localhost/mgmt/tm/1ltm/pool/members/~Common~pooll /members/stats":

or service check results are not available yet"

"nestedStats": {

"kind": "tm:ltm:pool:members:membersstats",

"selfLink":
"https://localhost/mgmt/tm/1tm/pool/members/~Common~pooll/members/stats?ver=13.0.0",

"entries": {

"https://localhost/mgmt/tm/1tm/pool /menbers/~Common~pooll/members/~Common~1.1.1.1:80/stats":
{
"nestedStats": {
"kind": "tm:ltm:pool:members:membersstats",
"selfLink":
"https://localhost/mgnt/tm/ 1tm/pool /menbers/~Cammon~pool 1 /marbers/~Camon~1 . 1.1.1:80/stats?ver=13.0.0",

"entries": {
"aAdAAr" . {
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38

enabled"

by
"conng.ageEdm":

{ "value": O

by
"conng.ageEma":

{ "value": O

by
"conng.ageHead":
{ "value": O

by
"conng.ageMax":

{ "value": 0

by
"conng.depth":

{ "value": 0

br
"conng.serviced":
{ "value": 0

by
"curSessions":

{ "value": 0

br
"monitorRule":

{ "description":
"none"

by
"monitorStatus":
{ "description":
"unchecked"

by
"nodeName": {
"description": "/Common/1.1.1.1"
b
"poolName": {
"description": "/Common/pooll"
by
"port":

{ "value":

80

br

(truncated for readability)

"sessionStatus":
{ "description":
"enabled"
1
"status.availabilityState":
{ "description": "unknown"
b
"status.enabledState":
{ "description":

"enabled"
br
"status.statusReason": {
"description": "Pool member does not have
b
"totRequests":
{ "value": O

service

checking
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GELH BRI ASRE RALUENRL T, (ERAMRES, MBI & —nestedstatsti &, 1%
xR R F . A RITEEAR (kind, selflink) {5k 4 1 nestedstats & Hefty— s
AN

TT o

JEEAEIRAS 11.5 Z 1, WM A R A5 NestedStats Ff % .
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POST # PUT g3k

XF POST # PUT #J JSON #& =,

5 GET#XRFTRE , POST = PUT HREE JSON [EX, BIRSHEI AR , T
5 GET %R & FrRAEE#Y JavaScript Object Notation ( JSON ) &= 3RE LT RAVEL
B, £/ POST M JSON EH4BIZMMEEXNR , HEEMA PUT = PATCH &"EBEHR
JSON =T BEEIT R,

JSON MR XHEENRERNNREAK , MR

{ "partition":"Common" }

BEMMEHANGIS5IER , HEESHEHNEXN 2 F. HTFEESPEHIHIN
R,EE(, ) PRBEMABI/EN. JISONBELARNR , BA , #F , ZHEHUT
EANFEHZ— false , null FH true. B—NEHR ISONBAERES , ERENE
FHIR , TR :

[ { "components":8, "isSubcomponent":"true" } ]

£ ISON BRH , FRESHNREEHAP, BEPHNRIER ISON FRAHER
BWEN. BWEXNRENREEENEM. XT iControl REST , AT LURH
PEXI N B R AR E.

£ RESTHAD , FHERAFHNRAERN. X T iControl REST , IEEEKN
application / json, 0 , 7 curl @85 , #EE HTTP #5k-H* Content-Type :
application / json” LA B8 JSON # = :

curl -k -u username:password -H "Content-Type: application/json"
-X http-method uri

FEISONH |, BEEEUERENKNEN, A, FAXNE GET ERMELWEHMEY ,
BEBNRHEEEHNE, SRBRNITMAEEBFIRESN PUT BERHIFERERIA
B, WREAcuIEIE , WAMERTITHIEE JSON EX, XEMPHLANREE
RTHAERSTHRIE JSON EX.

£/ iControl BRI Z &R

{8 iControl®REST API , A LUEIE 7E iControl REST (28 LA POST /3% , HIEE
ESIE RN ISONKER , FFHEFRAMB=RRE, QIEETRE |, iControl REST &FfFf
BAREENEMHRENHBIAME.

40
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ERMFNEENR , HFEREHIEERN JSON namelvalue , 37 URI FIEEESHE
%,

POST https://192.168.25.42/mgmt/tm/ltm/pool

{

"name" :

"tcb-pool-0" }

POST BEMNMNE R T — NN EEN R,

{

"allowNat" : "yes",
"allowSnat" : "yes",
"fullPath" : "tcb-pool-0",
"generation" : 5,
"ignorePersistedWeight"
"disabled", "ipTosToClient" : "pass-
through", "ipTosToServer" : "pass-
through", "kind"
"tm:ltm:pool:poolstate”,
"linkQosToClient" : "pass-through",
"linkQosToServer" : "pass-through",
"loadBalancingMode" : "round-robin",
"membersReference" : { "isSubcollection"
true, "link"

"https://localhost/mgmt/tm/ltm/pool/~Common~tcb-pool-0/members?ver=11.6.0"

by

"minActiveMembers" : 0,
"minUpMembers" : O,
"minUpMembersAction”" : "failover",
"minUpMembersChecking" : "disabled",

"name"

"tcb-pool-0",

"queueDepthLimit" : O,

"queueOnConnectionLimit"

"disabled", "queueTimeLimit" : O,

"reselectTries" : O,

"selfLink" : "https://localhost/mgmt/tm/ltm/pool/tcb-pool-
0?ver=11.6.0", "serviceDownAction" : "none",
"slowRampTime" : 10

B & H POST EREIEHFEY pool X 5 )5, Bl fli %) 4.

A PATCH £ & R
£ PATCH 3% , AT BAER S MEMR E R R 1ER TSR RIE .

40

EESRREPBENR , BE URIFEERR. FEHE URIPEEES.

PATCH https://192.168.25.42/mgmt/tm/pool/~Common~tcb-pool2

{"member":

}

[{:name":"192.168.25.32:80", "description":"Tertiary web

PATCH B RE2E RN BRNER,

{

"kind":"tm:1ltm:pool:poolstate",

server"}]
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"name" :"tcb-pool2",
"partition":"Common",
"fullPath":"/Common/tcb-
pool2", "generation":59,
"selfLink":"https://../mgmt/tm/ltm/pool/~Common~tch-
pool2?ver=11.5.0", "allowNat":"yes",
"allowSnat":"yes",
"ignorePersistedWeight":"disabled",
"ipTosToClient":"pass-through",
"ipTosToServer":"pass-through",
"linkQosToClient":"pass-through",
"linkQosToServer":"pass-through",
"loadBalancingMode":"round-robin",
"minActiveMembers":0,
"minUpMembers":0,
"minUpMembersAction":"failover",
"minUpMembersChecking":"disabled",
"queueDepthLimit":0,
"queueOnConnectionLimit":"disabled"
"queueTimeLimit":0,
"reselectTries":0,
"slowRampTime":10,
"membersReference":

{

"link":"https://../mgmnt/tm/ltm/pool/~Common~tch-
pool2/members?ver=11.5.0", "isSubcollection":true

}

SERR PATCH i&RJ5, &0 LAEEHE X 5N B U5 ) 5 4o

XTREEMS

WMBRFEA PUT 5 POST FAEREEM , N iControl®REST £ %15 R H £ BAS IR,
MREEETHRRAEBEHE2HANEMEYE K WRESETREEYE , B¥H PUT = POST B
R EEIR,

Bl , AT curl 58 EME cm BEX R timeZone FIEE—NMNRiEEM, KB iControl®REST
WIS RROBMHE . EXFERT , iControl®REST H2AK EEM |, HERE=MRF
ERNEIRHEE,

curl -k -u admin:admin -H "Content-Type:
\ application/json"™ -X PUT -d \
'{"time-zone":"EDT"}"' \
https://192.168.25.42/mgmt/tm/cm/device/bigip
:

"code":400,
"message":"one or more properties must be
specified", "errorStack":|[

]

41



POST and PUT requests

FERFE 2 X B I BB

42

EEEES XPRMBUERER , 51T partition BHEFINE ISON EHELUERBEEXN R, EAT
EH|TLERAZRERS , RIE JISON EXHEE partition B, EIEE , $filter EHSHIX
EAT GET#ER,

EFAPUT FEBUEEBNR , BESXHPHFANRN 2 XE M,

This example uses the POST method to create a resource in a partition other than the common partition.
Specify the name of the resource, and the partition in which to create it, in the JSON body. The response
to the request is shown in the third block.

POST https://192.168.25.42/mgmt/tm/ltm/pool

{ "name":"tcb-pool2", "partition":"~fw objs" }

"kind":"tm:1ltm:pool:poolstate",
"name":"tcb-pool2",
"partition":"fw objs",
"fullPath":"/fw objs/tcb-
pool2"™, "generation":7810,

"selfLink":"https://localhost/mgmt/tm/ltm/pool/~fw objs~tcb-pool2?ver=11.5.0",

"allowNat":"yes",
"allowSnat":"yes",
"ignorePersistedWeight":"disabled",
"ipTosToClient":"pass-through",
"ipTosToServer":"pass-through",
"linkQosToClient":"pass-through",
"linkQosToServer":"pass-through",
"loadBalancingMode" :"round-robin",
"minActiveMembers":0,
"minUpMembers":0,
"minUpMembersAction":"failover",
"minUpMembersChecking":"disabled",
"queueDepthLimit":0,
"queueOnConnectionLimit":"disabled"
"queueTimeLimit":0,
"reselectTries":0,
"slowRampTime":10,
"membersReference":

{

"link":"https://../mgmt/tm/ltm/pool/~fw objs~tcb-
pool2/members?ver=11.5.0", "isSubcollection":true

}

1

Following the creation of a new configuration object, this example modifies the member collection by using
a PUT request. The URI includes the full path to the resource to modify. Specify the partition property, as
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well as any properties you wish to modify. The partition property in the JSON body matches the folder
name. The response to the request is shown in the third block.

PUT https://192.168.25.42/mgmt/tm/1ltm/pool/~fw objs~tcb-pool2

{ "name":"tcb-pool2", "partition":"/fw objs",
"members": [ {"name":"192.168.25.32", "description":"Marketing server"} ] }

"kind":"tm:1ltm:pool:poolstate™,
"name":"tcb-pool2",
"partition":"fw objs",
"fullPath":"/fw objs/tcb-
pool2"™, "generation":7914,

"selfLink":"https://localhost/mgmt/tm/ltm/pool/~fw objs~tcb-pool2?ver=11.5.0",

"allowNat":"yes",

"allowSnat":"yes",

"description":"This pool exists in the fw objs

partition.", "ignorePersistedWeight":"disabled",

"ipTosToClient":"pass-through",

"ipTosToServer":"pass-through",

"linkQosToClient":"pass-through",

"linkQosToServer":"pass-through",

"loadBalancingMode" :"round-robin",

"minActiveMembers":0,

"minUpMembers":0,

"minUpMembersAction":"failover",

"minUpMembersChecking":"disabled",

"queueDepthLimit":0,

"queueOnConnectionLimit":"disabled"
"queueTimeLimit":0,

"reselectTries":0,

"slowRampTime":10,

"membersReference":

{

"link":"https://../mgmt/tm/ltm/pool/~fw objs~tcb-
pool2/members?ver=11.5.0", "isSubcollection":true

}

KT X2 XA RE

MBES XIEXHERAEXNXHRER , N iControleREST 25 BT R 7 KRR XK B o
BIFFEROER | BIE URI RIEES filter = partition eq X 4R BHEWSHRE JSON Eikeh
18 partition BHERIZBER DX, $fiter EWSHERTF GETER , M JSON EXHH
partition & #5& A F PATCH , POST 5 PUT &K, il , 2R s$ filter = partition EifjiETR &
Aleu, 3} H ISON EEXEF france XH4KH5IA , N iControl®REST &4F X 4R ER R ERFE N/
eu/france. ABRDEXMXHRBMEMTE , BXT ISON IEXHHIFTE XK FE AL B
& , Blan/ eu / france,

$ filter B S5 OData EWS VW AR ZLET , ©XXZHFF iControl REST &% K& Mt 1T

i
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T B T SRS B L% UK

44

£/ iControl®REST , #& 0] LA BR Access Policy Manager™ ( APM™ ) &R,
EMBRIAE R EESR (APM ) BR ( flAFEARBFERERIR ) , X/ mgmt/tm/
apm / log-setting B R IR A H DELETE &K,

DELETE https://192.168.25.42/mgmt/tm/apm/log-setting/sample-log-setting

iControl REST A&y DELETE &3R4 R R4 H | 18 258 A7 LA U &R 89 1 BR
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aX

XTEESKX

HERENTRRENR (fINREXHNE ) FREEESXP. 7XEEFEERLRNA
27, B LER LR RN ER TR, BINERSXNZRIGE , RLEHN config W R
T EARREFR , MR TENERREE B TREM.

LPRAPXBEFMERINGEXX M4 , MEENLNEE , RIAFHRIE iRules , root A H admin A
PikF ARSI 0, XRRIABHE, ARI/IXZHSHRNZEIECNEN., MRRELEEH
HERESX , MFENRH S XFRRMENR. FIEEEABARBRLHSX, EE5HA
FPiKFXBENEEAREREEAACGNEERER USRS X,

BIBHA S Xat , TSR AFKF 529 XXEK , HRFEBZS XHNR, EXZHERLT ,
BEARTAFPNEANDXNHENER , ELEAFRFNAES XNBER B RNER. 55
BASKHNAFREEZ2RPEENR, MERFAPXNAES XWERHRNER , AP %
FBIIIEER URI HHE7E sys / folder BMER M HREMKEFREREED BN RN DX,
B9 X7 sys/ folder in & ZZ R R EE — X RIH XK |, 3E Common X , ZXHRER
KREXHY/ Common X #H3R, BIEHMIBRS Xt , ATLAFE iControl®REST URI FIEE & M ZE R,

EE: TitEREITFEE IR, BEZEWEREH X

BRI K

ST LAE R iControl@REST FEMBE MR GIZATER BN MR, B=FEIBZXXHRNA
o

EERT YA iControl REST R HBIMMIER , TREED X LD E AR,

1. ZBALBIEERRMXGREMENRFREHRRUERRINN IR, EQEER
fw_objs AR B FXHXK , ERE POSTER , BT :

POST https://192.168.25.42/mgmt/tm/sys/folder

{
"name": "fw objs",
"partition": "/"

}

45
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ZRNRFEFUTEY

"deviceGroup": "none",
"fullPath":
"/fw _objs",
"generation": 393,
"hidden": "false",
"inheritedDevicegroup": "true",
"inheritedTrafficGroup": "true",
"kind":
"tm:sys:folder:folderstate",
"name": "fw objs",
"noRefCheck": "false",
"selfLink":
"https://localhost/mgmt/tm/sys/folder/~fw objs?ver=...", "subPath":
n/n’
"trafficGroup": "/Common/traffic-group-
1", "trafficGroupReference": {
"link":
"https://localhost/mgmt/tm/cm/traffic-group/~Common~traffic-group-12?ver=...

MEBEEFE/ Common XHRFBIZEZ N fw_objs BIXHR | ATLUEFRE name BHERNIBEX
HREFFK#IT. ETE/ Common XK HB|E—NE R fw_objs WXHX , EAH POST
BR, WMTAR

POST https://192.168.25.42/mgmt/tm/sys/folder

{
"name": "fw objs"

}

ERSRD , RIEEERKE , HHE Common X (iControl REST HWEIIAD X ) IR T X
K, MEFLE-—ITNERNKELUTSRNERNRHTHER , ELEEINLNKRTIE
subPath B partition B, E“NA"7 X AIEIIHRKA , iControl REST R TEN R 3
RBHAN D XE .

ERHNKREBUATEN !

"deviceGroup":
"none", "fullPath":
"fw objs",
"generation": 403,
"hidden": "false",
"inheritedDevicegroup": "true",
"inheritedTrafficGroup": "true",
"kind":
"tm:sys:folder:folderstate",
"name": "fw objs",
"noRefCheck": "false",
"selfLink":
"https://localhost/mgmt/tm/sys/folder/fw _objs?ver=...",
"trafficGroup": "/Common/traffic-group-1",
"trafficGroupReference":
{ "link":
"https://localhost/mgmt/tm/cm/traffic-group/~Common~traffic-group-12ver=...

3. BEEEXHRNRHOEMEERCIEIHREREM.
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EOIE K/ fw_objs/ fw_objs , EEA POST ERHIEEDX , FEREMER.

POST https://192.168.25.42/mgmt/tm/sys/folder

{

"partition"™: "/",
"subPath":

"fw objs", "name":
"fw objs"

1

ST LAE I R B R fF partition BHEIEE N/ fw_objs , AR BIEE partition # sub &, &
B, IERL (1) Mo XEHRZEHNRAENESEEE— N FBRE, BN, W8 —REIFR
R, HEANEMRAETERENL (1) &, eFER7EKEH.

ERHNKREBUATEM :

"deviceGroup": "none",

"fullPath":

"/fw objs/fw objs",

"generation": 410,

"hidden": "false",

"inheritedDevicegroup": "true",

"inheritedTrafficGroup": "true",

"kind":

"tm:sys:folder:folderstate",

"name": "fw objs",

"noRefCheck": "false",

"partition":

"fw objs", "selfLink":
"https://localhost/mgmt/tm/sys/folder/~fw objs~fw objs?ver=..."

"trafficGroup": "/Common/traffic-group-1",
"trafficGroupReference": {
"link":

"https://localhost/mgmt/tm/cm/traffic-group/~Common~traffic-group-12?ver=..."

1

A LA DELETE 1 RMIBRER Common ZANEE DX, £ URIF |, IEEZM R 2 XH
HREH , RFREXTH ISON EXHFER, ATFXHREHESESMT , RkSFAERARE
B2 HFHEE 4R E .

BERRN MRDXNZE , FRBRZ2X. RS X280, BhikRs XPmENR.

EMBRS X , iEHEE DELETE AR R EER / mgmt / tm / sys / folder /
FEURIHF, ARRS (—) BIRXHXRBEHRPNENERML (/).
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R REIH | iControl®REST HRMRSEE A MR/ fw_objs 0 Xo WM BIEE RN KK
MRIAHE , BRRIFERFEHEIR , BNIE@RF 24 JSON EEX,

curl -k -u admin:admin -H "Content-Type: \
application/json" -X DELETE \
https://192.168.25.42/mgmt/tm/sys/folder/~fw _objs
\

ImsrthAan —m Scnan +anl
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% F iControl REST &R

SHRRGFHRELEEREZTES /0T, ERLEERT , RESTERTHMASTHRNE
Ro ATENBREZRRE |, iControlREST Rt T E5 , HAEFRENENTHEETHITH
— Ry EPBTHFI. BSNIEAXEXRBEERSHEL. EABRBIEFESHN , MRFR
B SQLEBTEAINEST , MXRBEERSFRERER. MREM SQLWTRM , WX RHE
FERGOREIRATAR L, iControl REST X#FEMAIZHAE | HF S MEREX N T Web FRSHY

— NI,

ATFRIE , MR, ERHEREIRY iControl REST FAAK T EFHEN NS, ER , BHFF
REIEMLES IGT  IRFSI I TREFENMRFREF, UXHERX , RFESRKRIL
TESHEBHLIEL. WRESHHOAELE N D THEITH , WESHIIFTR. R, 0
RESHNEADTRY , WBIESHLKK. MRESFKMY , N iControl REST FHIRHE K
WEHBREZ T TENAES T,

*F iControl REST B&M R
EZSNEDRABPELT=1ME :

Creation 2
£ POST BRBIBESH |, FRELK .

Modification &tk

B SAMEAESPENESHPHBSIRFHITERE |, FHRELM R,
Commit 3
3 iControl REST iIZ21TE5 8 , MR E LK K.
iControl REST AESRE—NEHZH, EEFERNA TR, Bk , BRRERE
RAVFFE S S8 E M iControl REST EE AR B 2 H
/ mgmt/ tm / transaction, 15 %5 ZE & A By L a5 = 7E 42 235 KBS B iControl REST B#hiz
7. iControl REST 8| —NEHKMAZTEZE JSON [EXH POST #HXR, fERIE
Ri , iControl REST £ EFHWIFAF. IEEHEN , BERRN=ABMHEZBESX
Bx :
—MNRIEW transld B , BT EXZERERIRRAR S,
ETRBESRESNATBERSEM. LEMMNENRN : STARTED , UPDATING ,
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ATRIXKIE

VALIDATING , COMPLETED & FAILED, BRTRREFN , BkZTFLERUTEREMS
RASHE,

—/NRIEM timeoutSeconds Bt |, IEEN W SR MEIESHATEIE, iControl REST ¥
ZEREN 120,

EEUMHER , MRBEREEBFRWESIRRA , M iControl REST REAEFAMBT. &
PIREFHER—# , FINBTHBERER POSTHE , ATEESFEHZR. RY
BEFFRIMBTZN , ETUNESHHBERTRERESHRTHIRF, woERE
W R 2 ES5H . iControl REST ad SHR AR S BARNBIESHHNE M T, X
NEESHNEMER (HORTINFHES ) BLARABEESIRRFMD TR, MR
WEEFEEFHAFMR SRR,

ESNRENBRERINBR. HRFFZTESH , AR H PATCH BRAEESESIK
A , BA[E iControl REST R ERETIZESF. BLMEFRPEERZINAK

JE : 7 iControl REST A 11.6.0 F , AL ABNMNEF BB ZANES,

iControl®REST API 2 7 — B HRBILES , MEESGFEHITEMIRE

BIANEROREHTTER. BIFEMALEM , iControl REST AIUEXRREREFZAIAE
BIWESH AN, EEALIIE , BRAE—HUE—1BF , HEMEA PATCH BREXE
S BY1E JSON EEHIETE validateOnly B, MREBFERREMFEMEIR , A iControl REST
FHIRE HTTP 200 OKo

ERIERBIER , B PATCH iERE JSON IEXHIEE" validateOnly” : true., ZEHEREERIA
A false. MRERIM BUAWEAEA ERIEEREME , W iControl REST & 7ZB&1Z/E 4,

XTRXNEMBEE

50

EEZHERNHEMESEENE M : executionTimeout Fl asyncExecution /& 1.

executeTimeout B#ER—MNRREMY , CEESFEEFEN ZAI AT B, HPLES
SEREIZIT , ZEENESREIN 300 %, asyncExecution BER—MREMYE , EAYE
FHEFARIET. MREERRFERPF asyncExecution”iRE R true , MiZiERMFIEE 202 #3
KA, LMERZESCHEZILHITLE, BATRURSESHRS. IRTAEIAKE



BEREVRE |, BSHEXEE iControl®REST B HI 14,

#1% iControl REST &%
ESAUEBE—RIGSERNENTEETET, BEXES2H , XABIEBESSHAR
BIBES,
1. ERIBES , BX/ tm/ transaction (8 A ZRIE A POST 5k, BMMEBERPIE—NE
# JSON IEX,

POST https://192.168.25.42/mgmt/tm/transaction

{1}



Transaction

8 POST i%iﬁﬁilﬂ NPNAETEESIRIRFT, BAREBERPIBEESFINF , SR
BEREEZSN -9, TEMNFM=AELZEM : transld , state F timeoutSeconds.

"transId":1389812351

"state" :"STARTED",
"timeoutSeconds":120,
"kind":"tm:transactionstate"

’

"selfLink":"https://localhost/mgmt/tm/transaction/1389812351?ver=11.5.0"

1

2. EEFYASES , BEEABERPEESFHAZ—. ERFEEEPHMESS , IBEE UR
https : / <server name>/ mgmt/tm/ transaction. BRFRIFEES , HIEE URI https : // <server
name>/mgmt / tm / transaction / <transld> , EH transld R R ZWIRRRF, MRRE—B=*
(120 ) BAFBSRMEIESH , WIZESHIH,

GET https://192.168.25.42/mgmt/tm/transaction

GET https://192.168.25.42/mgmt/tm/transaction/<transId>

BHRIRENES

DEESE , JUEITRAMGTRERES. EI 0SB ESHITHRE. HTRERRF
A, BRET UM RS TRERES P THIF.

1. BENGSANIESS | BEAUTEEN post &, ( RHIFES ID EM X-YK-REST-
Coordination-ld HTTP #73k : 1389812351 ) » ERAIF , EREIE—NFib , HFENKRA
YIS piicla= I

POST
https://192.168.25.42/mgmt/tm/ltm/pool X-
YK-REST-Coordination-Id:1389812351

{
"name":"tcb-xact-pool",
"members": [ {"name":"192.168.25.32:80","description":"First pool

fAr tvancantinAncel 1

%08 R BA iControl®REST 2@ ER MBI ES H,

{
"transId":1389812351
"state" :"STARTED",
"timeoutSeconds":120,
"kind":"tm:transactionstate"

"selfLink":"https://localhost/mgmt/tm/transaction/1389813931?ver=11.5.0"

52
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2. (i) EERBEANES , FEHE URI https : // <server name> / mgmt / tm /
transaction / transld , £ transld 2F % HFRRA

GET https://192.168.25.42/mgmt/tm/transaction/138912351

3. (W% ) BREESHHGSIIE , iEIEE URI hitps : // <server name> / mgmt / tm /

transaction / transld / commands , E transld EEE A,

GET https://192.168.25.42/mgmt/tm/transaction/138912351/commands

4, (M%) BIREVEMRENEMEER , EIEE URI https : // <server name> / mgmt / tm /
transaction / transld / commands / commandid , 7 | transld 2B S WARIRET |
commandld 2FRREF IR E,

GET https://192.168.25.42/mgmt/tm/transaction/138912351/commands/1

5. (Wit ) ENESHMBRSS , BIEE URI https : // <server name> / mgmt / tm /
transaction / transld / commands / commandld , E | transld EESWERRET
commandld 2R 5. iControl REST NESHWERGSEHRS.

DELETE https://192.168.25.42/mgmt/tm/transaction/138912351/commands/1

6. (% ) EESTEIRF , EHEE URI https : // <server name> / mgmt / tm / transaction /
transld / commands / commandid , E#& , transld REFHARRAF , commandld 5 HAR
R, £ ISONSHEEMEAF | I5ER/EX evalOrder” : y , A y RRHFH evalOrder &,
RERITa S

$23% iControl REST &%

EREESFRIMGTE , EXBTNIENFRIFEE , ARTUEBERIESKETHGF
3, BFSHFHBMRELARNTR. MRBAEXK , WESHFRRAEEIHFREER. W
REERUNTBTZES , NAMRRZES.

1. EREXES , FFH PATCH 5%, 7£ JSON £&d | FESZSHNIRASEEN VALIDATING,

PATCH https://localhost/mgmt/tm/transaction/1389812351

{ "state":"VALIDATING" }

53



Transaction

2. ((Tik ) EMBRES |, EIEE URI https : // localhost / mgmt / tm / transaction / transld ,
/i transld F %518, iControl®REST iR St E S R EX I FT B IR /E,

DELETE https://localhost/mgmt/tm/transaction/1389812351

% F iControl REST B34 F%

iControl®REST ERURL ARE1T , HERENRBATR , BERF/LWH. £ iControl
REST ERARELETERKNE , H AEXHEBTSREHMBEREFLARIBIABMNEMLER, £X
EERT , BRATEELEERTER BB,

iControl REST B A R LIk RINITR LS ES KBRS KN RIZITHIEREXNRIE, KitEEZE
THBERBEEZ 0 DU LT RETR. MRKERARPEFEEEMNRLI , MRERMFERIRHN
REES. WRLSES URIK POST EREA iControl REST 8IEFS , AEMMESRAMNE
fiER. ¥EAX POST ERMMBMABIH —EP4 , iControl REST IRE —4 JSON 4 , ZEA
SEATRACTSHEREE. ERURSES , FUEES , ARRMARRAES UEES
FHRS. FIERSESEHBLTUTIRAZ— : UPDATING , VALIDATING , COMPLETED
FAILED. iControl REST FHMEFHF IR RE N UPDATING , REIRE HTTP 200 RASKHE
DI RESHAIE,

FEEFTRE |, iControl REST £fFFS RS E XN COMPLETED, NRERESHFRIFERMN
TR EIE JSON £ | ZFHEERREISERNEREE, EFERE , NRINFRBRLER ,
ARG BRES S

TRIE TEIEEHLRE N iControl®REST API A RN RSES KR,

Load IP geolocation POST tm/sys/geoip POST tm/task/sys/geoip
Load classification POST tm/sys/classification-signature POST tm/task/sys/classification-signature
Load POST tm/Itm/dns-express-db POST tm/task/Itm/dns-express-db
®
Load URL DB feed POST POST
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Load classification

PP

POST tm/ltm/classification/signatures

POST tm/task/ltm/classification/signatures

Update signatures

POST

PSRy | FRUSRY P PR

POST

PSRy PR Dy | PR P PR -+

Install POST tm/apm/epsec/epsec-package POST tm/task/apm/epsec/epsec-package
Create POST tm/vemp/guest POST tm/task/vemp/guest

®
Verify POST tm/wom/verify-config POST tm/task/wom/verify-config
Diagnose POST tm/wom/diagnose-conn POST tm/task/wom/diagnose-conn

VAIAR A

Load/Save/Publish

NAIARA -0z

POST tm/wam/policy

POST tm/task/wam/policy

L.oad POST tm/security/firewall/fgdn-entity POST tm/task/security/firewall/fgdn-entity
Load I_P intelligence POST o _ _ POST o _ _
Load/ POST POST

upqate tm/security/anti-fraud/signatures-update tm/task/security/anti-fraud/signatures-update
Load/update POST POST

anti-fraud engine

RS P

tm/security/anti-fraud/engine-update

tm/task/security/anti-fraud/engine-update

Loa

-l

POST tm/pem/subscribers

POST tm/task/pem/subscribers

Start/Stop/Restar

400\ mem Tan

POST tm/ilx/plugin

POST tm/task/ilx/plugin

[ PSR -+ U

NACT b fmomm f e e n €3 s me e m

[V Yot oIFUUNy FRSGRY iy Uy PRy D

Add device to trust

POST tm/cm/add-to-trust

POST tm/task/cm/add-to-trust

Remove device

Lo w_a Mt

POST tm/cm/remove-from-trust

POST tm/task/cm/remove-from-trust

REESHAKBETHRSESRATER T %
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1. BOERSES  BEFSESLEIRPRIESHNLER. NTHRHG, A/tm/sys/

ucs (/tm/task /sys/ucs ) FRIRMERIKIEEZR , Hi2MH JSON [EXX,

POST https://192.168.25.42/mgmt/tm/task/sys/ucs

{

"command": "save",
"name": "myUcs"

}

EBERWIENP , RESERR (selflink ) AEREFRES, BFEEESRPEAXNIE
REHo

"command":"save",

"name" :"myUcs",

"selfLink":"https://localhost/mgmt/tm/task/sys/ucs/1234&ver=12.0.0"
" taskID":"1234",

" taskState" :"UPDATING"

’

" taskTimeInStateMs":0,
" taskResultLink":"https://localhost/mgmt/tm/task/sys/ucs/1234/results&ver=12.0.0",

" taskWaitTime":30000

1

BERHES , FE PUT BRPEBESHRA |, HIF selfLink IEENBER. ¥ VALIDATING
EE N _taskState BHEME. ZEAIAZLitEEE URI R version S8,

FEER  MRETEREFHRES |, WZEFHR2IBIT , KRELFEMBR.

PUT https://192.168.25.42/mgmt/tm/task/sys/ucs/1234

{
" taskState": "VALIDATING"

}

WMRERRKL , BRIZEFRUTUTABRHIEAL :

" code": 202,
"errorStack":

[l
"message": "Task will execute asynchronously."

RIERSESHRS.
BERNESHHRE  EUNEHASERER L GET BRUREESHRS.

GET https://192.168.25.42/mgmt/tm/task/sys/ucs/1234
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EEAN MR R RAES BT

" taskId":1234,
" taskResultLink":"https://localhost/mgmt/tm/task/sys/ucs/1234/result&ver=12.0.0",
" taskState":"COMPLETED"

’

" taskTimeInStateMs":0,
"selfLink":"https://localhost/mgmt/tm/task/sys/ucs/1234&ver=12.0.0"

Al

4. EFERE , BEREE GETHEXR,
GET https://192.168.25.42/mgmt/tm/task/sys/ucs/1234/result

HIRPIF , BRRXHABH TREES  AEBTASHNER. EEASHNERE MRS

B AREKR URI HIBR¥IBES
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A

X T HAM tmsh &F#Hrd

HIEFFEH ( Traffic Management Shell (tmsh ) ) S HBH AR HTTP Fi%.
WNFRBRASIRKERER , GET ERAURF RGBT E RN ERME  BEREIASE
FEENNT HTTP AN £B @, iControl®REST 3EIM T AT tmsh @i f

cp

generate

install

load

mv

publish

reboot

restart

reset_stats

run

save

send-mail

start

stop

iControl REST @i ¥ & LA Kk T ik 51 2] JSON & XK X 1FiX LE tmsh 8.  tmsh
oK iControl REST #& BB T — B % :

/8 POST A%,
£ URI R tmsh i B IEE—NEMZEME,
oS AEMIEE RN JSON EXFEME,

EBTE®T , BEA POST FEHEE—NEX URI, flm
https://192.168.25.42/mgmt/tm/sys/application/template SA X% Z &5 # JSON EX, 1
BARHIH | EFEREXHFEAEIN URL
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KLARFRTRBEERRFE HTTP 5EMThEE , R EMTER POST FEHIEE —MEX
URI , #l30 https://192.168.25.42/mgmt/tm/sys/application/template A% JSON 8 EEAEF i
TABER,

EfH cpRHITES , BEFEA POST FiEA H iControl®REST 3R , 1 JSON EEXHIEE
B
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EfEMA cp T EHMF , EARH POSTHR, 7 JSON EFH | IEESRT , XHBMBEIRXHE.

POST /mgmt/tm/sys/application/template

M generate #y4

RS ( HII0 generate ) SREEEME T HTTP F3% , A ESFER POST FEHIEE—D
483 URI , 5130 https://192.168.25.42/mgmt/tm/Itm/rule JAK% JSON. IEE @& MH &,
E{F A generate MTERZ B |, A POST 54 H iControlREST 3R , 7 JSON
EXHIEERM.

EfEMA generate IR B AERE BRI | BRI POSTIER, £ JSON EFH | IEEMT , WAEHR | &
THMEEEH, SEZARMEBNEATEZHFNENR , MAR iControl®REST M K/NEa BLIE,

£/ install fr4

B install 2N LR B IR BEZERFE HTTP 5E, Hit , BXFER POST HEHIEE
—ANEST URI, B30 https://192.168.25.42/mgmt/tm/sys/softwarefimage , AR —MEER S
FRHY JSON [EXX, AFEBERFA install &35 RHBlo
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1. EFA install B REMEHAH | EEH POST A3EH JSON IEEX K H iControleREST %

POST /mgmt/tm/sys/software/image

"command":"install",
"name" :"BIGIP-11.5.0.930.400.is0",
"volume":"HD1.3"

2. ERTHENESHRAA install HHHHET | FRBIIENSRIEE , H1E ISON EXHIE
iE create-volume # reboot &I, BIEEBMEBEMEATETHNEN , MA =2 camel-
casing convention ) iControl REST,

POST /mgmt/tm/sys/software/image

"command":"install"
, "options": [
{
"create-volume":true
by
{

"reboot":true
}

1,
"name" :"BIGIP-11.4.0.737.400.42.is0",
"volume" :"HD1.1"

{5/ iControl REST A& #4H
BRI LAE A iControl®REST iR mZH AR R A H1ER , MR ZEA tmsh key ts S RI2FA4H,
Eo|EB4A , FEA POST A% & H iControl REST 3R |, X7 JSON EXFEEFHANE

POST https://192.168.25.42/mgmt/tm/sys/crypto/key

{

"name": "key-no-part.key"

}
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AR BXTHEECENBRAEMNTEETES (B ). URERTES , REXDOE
T#48 |, iControl REST {h& 4 B4R IR M R,

POST /mgmt/tm/sys/config
{

"kind": "tm:sys:crypto:key:keycollectionstate",
"selfLink":
"https://localhost/mgmt/tm/sys/crypto/key?ver\u003d13.1.0", "items": [

"kind": "tm:sys:crypto:key:keystate",

"name": "/Common/key-no-part.key",

"fullPath": "/Common/key-no-

part.key", "generation": 44690,

"selfLink":
"https://localhost/mgmt/tm/sys/crypto/key/~Common~key-no-part.key?ver\u003d13.1.0",

"keySize": "2048",
"keyType": "rsa-
private",
"securityType": "normal"

by

£/ load #74

B load 2EW LB REEZMSR HTTP B% , LB AER POST FEHEE—D
#83%F URI , 140 https://192.168.25.42/mgmt/tm/sys/config SA & JSON ¥ E a5 & Frl £ 44K,

BEFEA POST A3EM JSON A H iControl®REST &K , £/ load S RIMNHEZRORE
EliE.

EfEA load SRS ERIELESITHIEE |, 1EKH POSTIER, 7 JSON EXH |, IEER T,

"command":"load",

"name": "default"
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p

EFH mv n

PN
ar)

a

POST /mgmt/tm/asm/policy

B mvIZENERHREEEERFE HTTP 5k , RHEBXUAER POST AEHIEE—1
#5373 URI , 540 https://192.168.25.42/mgmt/tm/cm/device JAK% JSON IEER T B M E
.

EEA mvas#TES , BER POST A4k H iControl®@REST 3K , H4E JSON IEXH
BER M.

EFAMVRSBHIREGFEXNR , ERE POSTHER, EISONEXH |, IEEGT , BHMBHF

POST /mgmt/tm/cm/device

fEF publish %

2RWS (HIWNES ) RBEEZERHFE HTTP A& , HEXTER POST AEHERE—NEX
URI , 130 https://192.168.25.42/mgmt/tm/asm/policy # B E &S & #E JSON IE X,
BEMEA POST HE&H iControl®REST #ERHE JSON EXHIEEBMRAMEBPNE
X

£ JSON Ekeh | IBESGT , FREHRNNARFRS. VARFBRSERBMRERTERS
ML , MAL iControl REST I IEIER BB I E.
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£ reboot #ird
BUNEFEZ2ENERTREEEMRSFE HTTP F% , BB SIER POST AEHIEE

—ANEST URI, B30 https://192.168.25.42/mgmt/tm/sys A& —N JSON EEX , SiEEm4H4
Ko
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POST / mgmt / tm / sys @3 £ fl POST /7&K Hi iControl®REST &R H £ JSON k15
EEMY  REHSISRERGRESISEHMEP,

inYaVals:l £ /4
[— P

ZE(F A reboot HHEH SIS RE , FERH POSTER, HISONEXH | EEGRS.

{EF restart fr4

ENEHBHZENL /X BEERHFE HTTP 5% , R EBUTER POST FEHIEE—
ANEFT URL, B30 https://192.168.25.42/mgmt/tm/sys/service AR JSON lEEHTSEHHNE

%,
BN ER POST BiEA H iControl®REST iR H1£ JSON A IEERBMREFH B3RS

EEAEFTEI T EIREHRS , ERE POSTER, # ISON E4HH , BEEGTNEERBIHRSH B,

{5 reset-stats fiyd>
E 0 reset-stats ZEN LB TREEZME S HTTP 5% , RLEBXAIER POST HixH
EE—MNEXT URI, B4 https://192.168.25.42/mgmt/tm/ltm/virtual , AR FEEGS BN
JSON F 4%,
B EA POST BE& H iControleREST iR H 7 JSON EXHIEERMREEAHNRIT
EE,
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EfEA reset-stats v T EBAHFNSITEES | R POSTER, 7 JISON EFH | IEERTMAM S
o

POST /mgmt/tm/util/ping

LKL /AU Cal 4 Lal Vb G

£ run Hréd
& run XEMNL /DR EEERSFE HTTP A% , RUWEXBER POST AEHEE—E
3 URI , 130 https://192.168.25.42/mgmt/tm/util/ping SA % JSON, IEESS B EM&,
B A POST A& & H iControl®REST &R HE JSON EHFIEEBUERETRERF. -

EfFA un®RETHs , IBAH POSTER, 7£ JSON =4+ | IEEG S M HIET,

#H save 14

Hi save 2K BHOREEERFE HTTP 5% , RILESFER POST FEHEE
—ANEXT URI, B0 https://192.168.25.42/mgmt/tm/sys/config A% JSON., EEHHSHEMH
M E M,

B ER POST 3£ % H iControl®REST R H1E JSON EXHIEERY , RRE=RE®R
thl.. N J‘g'/fi-mlﬁo
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EfEA save ta AT ARVIET , FE7E JSON IEX HPIEE T LT,

EF A save HSREFEEETHEE , B4 H POSTER, 7£JSONEXH |, EEGT.

£/ send-mail 74

E 0 send-mail ZEKMN L RBHRREEZRFE HTTP 5% , Rt BMAIMER POST F3EH
BE—M4EXT URI, B0 https://192.168.25.42/mgmt/tm/analytics/application-security/ &

&, URIEEGSBFE JSON EX,

B POST 77344 H iControl@REST 3R H1E JSON EXHIEEREM , B4 AKIZE

FHBFo

"command":"send-mail",
"view-by":"ip",
"format":"pdf",
"email-
addresses": [
"wchen@yk.com"
1,
"measures": [
"illegal-transactions"

]

’
"limit":20,
"order-by": [
{
"measure":"illegal-
+vancanm +1Ana Noenvrt+ —

Tosend e-mail using the send-mail command, make a POST request. In the JSON body, specify the command.
Specify the options, as well as the recipients, in the JSON body. Several ofghe property names use a
hyphenated name instead of the camel case naming convention of iControl REST.

POST /mgmt/tm/analytics/application-security/report
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mailto:wchen@f5.com

Command

}
I

"smtp-config-override":"smtpserver"

£/ start f5d
start XHENE /W TIRBEZRF R HTTP 5 , RILEXTER POST FEHEE—MEX URI, Hl0
https://192.168.25.42/mgmt/tm/sys/icall/lhandler/perpetual , AR IEEH B FH JSON IE X,
B A POST &K i iControl®REST &R H £ JSON £ FIEERMRE RS .

A start WHEB RS , R POSTER, 7 JSON # | BEGHTHRSEHo

A stop
& stop ZIHMNLF/WTRBAERRFE HTTP 5% , RILEMLTER POST FEHIEE—MEX URI, 520
https://192.168.25.42/mgmt/tm/sys/icall/lhandler/perpetual , AR IEE & T B FH JISON E X,
B A POST &K H iControl®REST R} 7 JSON IEEXHIEERMKE LIRS .

To stop a service using the stop command, make a POST request. In the JSON body, specify the command
and the name of the service.

"command" :"stop",
"name" : "perphdl"
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Rz A

=

E<4

£

EE

NMAZELE®E M iControl REST H.i

68

MR EF Application Security Manager™ ( ASM™ ) , M5 T ## ASM 5 iControl REST #J[X

o

Application Security Manager™ ( ASM™ ) 5 iControl®REST R ZH£E =, 5 iControl
REST FMEMALES —# , ASMXIFAPINEN , BAFEUAR—HAERNSH. BR,
ASM Rfit T — & FH 5 iControl REST X BIFFRHITIEE , T RFT R,

« ASM #JE URI 2R RIRH MD5 5%,

+ ASM R T EZWIFMEIEMN ( OData ) EWSH , HHEHEZER,

ASM FEIBEXNEHSE , Hlin expandSubcollections,

ASM T X/ stats i o
ASM XEHFESH , MFAXEESH,
TRIET ASM X HTTP 153%,

GET NFEAMEMER , ASMEECETH R TR ERER,
AQMAI AR filter&BF AR TS IFEHiCantrnl REQTE Z B 4-IM .
POST S FEAMEAMER , ASMZIEPOSTH 3% K 0 S 4k,
DNAQTER AMA LS IRNNTEYT R & I1IQNNITE WV olékh 78
DELETE SHFASIHES | ASMEZEDELETES %o
ASME MR ES filterEHCERVES T &£,
PATCH S FE£S , ASMEZIEFPATCHE %o
EASMA | MREFEURIFIEEERIEI , MPATCHA AEFH S 4E,

ASM 331 T OData version4 , 75 OData fRA 3 FRAAEHKIBEM T —LXHF, TRIIET
ASM X EFHNEREITMAIh LRI R &,

Sfilter

EERTRER , EHIMBREELNLIEESR,

FASMA & filterS #rantaine  endawith  ctartewithFaiihetrinanf







Application Security Manager

$skip EEEEEREDPHINTH. NRIRHNITHERERE.
Sorderby “EBEITRIMEMIRF, $orderby SHAFENATT BFERATNF
ZEF BlNcnrAcrho=ramiac £DAT4 ~vr/nama AN

E iControl REST —# , ASM 2% #F OData MU IERN L RMBEZERF, TXRIET ASM

BEA,
KOS T N Sl
and MEHMREBBENEZER , WHE,
T IEIFQ filterfA T Z RN WHFiHITHALA  MBlDNcianatiireOverridec/id en 'INY!
or RE—BREBRN true , WA true, 7E ASM & | $ filter Z#FE

ASM R A M OData HE SUM , AVG , MAX F1 MIN, THRIIHT

ASM Az,

N [RTRN

[y Ry T R

[ PSRy Ry B D

Sy PRy i B IS

[y PRy B B S

[ 7Ry DRy B B H R P [l PSSR
PSRy Ry i DU T

[ PRIy PRy R R PR

/tm/asm/policies

68

TEREEMSMBRITFZERNES, 1 namespace FHIE

PAN
= .

« /tm/asm/policies/<MD5Hash>/methods
« /tm/asm/policies/<MD5Hash>/filetypes

~r
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A e

[RTRN

« /tm/asm/policies/<MD5Hash>/blocking-settings/violations
« /tm/asm/policies/<sMD5Hash>/blocking-settings/evasions
» /tm/asm/policies/<MD5Hash>/blocking-settings/http-protocols

» /tm/asm/policies/<MD5Hash>/blocking-settings/web-services-
securities

» /tm/asm/policies/<sMD5Hash>/urls

« /tm/asm/policies/<MD5Hash>/parameters

» /tm/asm/policies/<MD5Hash>/urls/<sMD5Hash>/parameters
» /tm/asm/policies/<MD5Hash>/whitelist-ips

» /tm/asm/policies/<MD5Hash>/gwt-profiles

» /tm/asm/policies/<MD5Hash>/json-profiles

» /tm/asm/policies/<sMD5Hash>/xml-profiles

» /tm/asm/policies/<MD5Hash>/sianatures

# 3% Application Security Manager &

5 iControl®REST 178 —2 , Application Security Manager™ ( ASM™ ) X &EHZFZEH/

mgmt / tm / asm FHIEEE, 5 iControleREST FHEMEAELMES —# , BB AH GET &
RELKE I ASM B9 &R

1. B/

2. BRXUASMBETR , BREBHEERE (/mgmt/tm/asm ) KH GET &R , ARHIFFR

mgmt / tm / asm & HiERELEH ASM BiR,

GET https://192.168.25.42/mgmt/tm/asm

{

"selfLink":"https://localhost/mgmt/tm/asm"
, "kind":"tm:asm:asmcollectionstate",
"items": [

{
"reference":{ "link":"https://localhost/mgmt/t
m/asm/tasks"
}
by
{

"reference":{ "link":"https://localhost/mgmt/tm/asm/signa
ture-update"

}

"reference":{ "link":"https://localhost/mgmt/tm/a
sm/policies™
}

"reference": {
"link":"https://localhost/mgmt/tm/asm/policy-templates"
}

"reference":{ "link":"https://localhost/mgmt/tm/asm
/signatures"
}
by
{
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"reference":{ "link":"https://localhost/mgmt/tm/asm/signatu
re-statuses”

}

"reference":{ "link":"https://localhost/mgmt/tm/asm/sig
nature-sets"

}

"reference":{ "link":"https://localhost/mgmt/tm/asm/signat
ure-systems"

}

"reference":{ "link":"https://localhost/mgmt/tm/asm/a
ttack-types"
}

3. ERFMMAPHEEE S — , BRES —MINRRN GET ER. ATF BT L—MERB

MR EEEZ -, FEE , 810 URI BEE - MNRHFHRENTFRRF,

GET https://192.168.25.42/mgmt/tm/asm/policies

{
"selfLink":"https://localhost/mgmt/tm/asm/policies"
, "kind":"tm:asm:policies:policycollectionstate",
"items": [
{
"policyBuilderReference":{ "link":"https://../mgmt/tm/asm/policies/

MwavowFbOsSD-Fgt4trP6A/policy-builder"

by
"blockingSettingReference":{ "link":"https://../mgmt/tm/asm/policies/

MwavowFbOsSD-Fgt4trP6A/blocking-settings",

"isSubCollection":true

by

"cookieReference": {

"link":"https://../mgmt/tm/asm/policies/MwavowFbOsSD-
FgtdtrP6A/cookies", "isSubCollection":true

br
"hostNameReference":{ "link":"https://../mgmt/tm/asm/policies/Mwa

vowFbOsSD-Fgt4trP6A/host-names",

"isSubCollection":true

br
"selfLink":"https://../mgmt/tm/asm/policies/MwavowFbOsSD-Fgt4trP6A",

"stagingSettings":{ "signatureSt
aging":true,
"enforcementReadinessPeriod":

9

b

"versionDeviceName":"10000-1-

E12U39.sh", "signatureReference": {

"link":"https://../mgmt/tm/asm/policies/MwavowFbOsSD-Fgt4trP6A/signatures",
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"isSubCollection":true
by
"createdDatetime":"2013-12-
06T19:29:547", "filetypeReference":{

"link":"https://../mgmt/tm/asm/policies/MwavowFbOsSD-

Fgtd4trP6A/filetypes"”, "isSubCollection":true

b

"id":"MwavowFbOsSD-Fgt4trP6A",

"modifierName":"admin",

"versionDatetime":"2013-12-

26T23:12:572", "subPath":"/Common",

"versionLastChange":"Policy Attributes [update]: Policy

Builder determined that security policy \"/Common/my-VS\" is unstable.",

"active":true,

"caseInsensitive":false
" name " : "my_vs " ,

"description":"",

"fullPath":"/Common/my-VS",

"policyBuilderEnabled":true

, "trustXff":false,

"partition":"Common",

"attributes": {
"pathParameterHandling":"as-
parameters",
"triggerAsmIruleEvent":"disabled",
"maskCreditCardNumbersInRequest":true,
"inspectHttpUploads":false,
"maximumHttpHeaderLength":2048,
"maximumCookieHeaderLength":2048,
"useDynamicSessionIdInUrl":false

br

"xmlProfileReference":{ "link":"https://../mgmt/tm/asm/policies/Mwa

vowFbOsSD-Fgt4trP6A/xml-profiles",

"isSubCollection":true
b

"methodReference": {

"link":"https://../mgmt/tm/asm/policies/MwavowFbOsSD—
Fgt4trP6A/methods"”, "isSubCollection":true
by

"customXffHeaders": [

1,

"creatorName" :"admin",
"kind":"tm:asm:policies:policystate"
, "urlReference":{

"link":"https://../mgmnt/tm/asm/policies/MwavowFbOsSD-

Fgt4trP6A/urls", "isSubCollection":true

by

"virtualServers":
[ "/Common/my-
VS "

1y

"headerReference": {

"link":"https://../mgmt/tm/asm/policies/MwavowFbOsSD—
Fgt4trP6A/headers", "isSubCollection":true
by
"protocolIndependent":false,
"lastUpdateMicros":1.386358822e+15
"signatureSetReference": {
"link":"https://../mgmt/tm/asm/policies/MwavowFbOsSD-Fgt4trP6A/signature-

sets", "isSubCollection":true
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400,

401,

404,

407,

417,

503
1,

"parameterReference":{ "link":"https://../mgmt/tm/asm/policies/Mw
avowFbOsSD-Fgt4trP6A/parameters",
"isSubCollection":true
lasonProfileReference":{ "link":"https://../mgmt/tm/asm/policies/Mw
avowFbOsSD-Fgt4trP6A/json-profiles",
"isSubCollection":true
iépplicationLanguage":"utf—8",
"enforcementMode" :"transparent"
, "isModified":false,
"gwtProfileReference": {
"link":"https://../mgmt/tm/asm/policies/MwavowFbOsSD-Fgt4dtrP6A/gwt-profiles",
"isSubCollection":true
i%hitelistIpReference":{ "link":"https://../mgmt/tm/asm/policies/Mw
avowFbOsSD-Fgt4trP6A/whitelist-ips",
"isSubCollection":true

by

"versionPolicyName":"/Common/Dummy-VS"

}

ERRARNEMN , BRE GETER , FRERFRFRMHMNE URI, BARHIFRR.

GET https://192.168.25.42/mgmt/tm/asm/policies?$filter=name eq my-VS

NENAEFRZEEERRTR

72

5 iControl®REST 178 —% , Application Security Manager™ ( ASM™ ) SZ331E B§4% / mgmt /
tm/asm HEI2HR, 5 iControl®REST HHEAHMALNES —# , BAILLKH POST #
REAE ASM R8I B R IR.

EHIEF AR , EEA namespace / mgmt / tm / asm & H POST &K,

POST https://192.168.25.42/mgmt/tm/asm/policies/<MD5HASH>/urls

{
"name": "/login.php",
"protocol": "http",
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"description": "A Login Page"

}

{
"id": "<MDS5HASH>",
"name": "/login.php",
"kind":
"tm:asm:policies:urls:urlState",
"selfLink":

"https://localhost/mgmt/tm/asm/policies/<MD5SHASH>/urls/XPigHHf17UsVKku63zrd-g",

"protocol": "http",
"type" :
"explicit",
"staging": true,
"description": "A Login Page",
"modifiedDatetime": "1990-12-
31T23:59:602", "allowed": true,
"checkFlow": false,
"navigationParameters": false,
"checkMetachars": true,
"clickjackingProtection":
false, "contentProfiles: [
{
"headerName": "*",
"headerValue": "*",
"headerOrder":
"default", "type":
"httpll ,
"inClassification":
false
}
1
"parameterReference":
{ "link":

"hitnee //TAraThAact /memt /+m/aem /mAl 4 ~dac /SMNREAQHS /11v1 /YD AHHF 1 TTTeVK 1 AR7 vA—r /o vamatare !

¥ # Application Security Manager %5

5 iControl®REST 178 —3 , Application Security Manager™ ( ASM™ ) X##E ¥ &E / mgmt
[ tm [ asm HEYHEIR. 5 iControl®REST HHEMEMF IR —# |, BAILAGEA PATCH HREH
ASM EE R H MR,

1.

EEHRE , BEXNEE / mgmt/tm /asm FEER A H PATCH#ER , #8%& JSON IE
Xo

PATCH https://192.168.25.42/mgmt/tm/asm/policies/<MD5HASH>/urls/
{
"clickjackingProtection":

true,
"clickjackingtype":"Never"

EFEAEMNERETNZN ASM R4 |, EAEH PATCH ERHE URI FIEEEBSH.

PATCH https://192.168.25.42/mgmt/tm/asm/policies/<MD5HASH>/urls?$filter=type
eq explicit
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{ "staging": false }

£ Application Security Manager il Ex %R

5 iControl®REST 178 —2 , Application Security Manager™ ( ASM™ ) {2 SIER A/
mgmt / tm / asm / tasks / import-policy /FH xR, & iControl REST R E MR R —# ,
&R LK H DELETE %R EAMIBR ASM Y B R

1. ERIBREIR , &K H DELETE &R HERZRHEE/ mgmt / tm / asm / tasks / import-policy

DELETE
https://192.168.25.42/mgmt/tm/asm/tasks/import-policy/ZuJ5QPuFj9r LwbrDgoPsg

"isBase64":false,
"status" :"FAILURE"

4
"name" :"TCB policy",
"lastUpdateMicros":1.389135008e+15

Lkind":"tm:asm:tasks:import—policy:import—policy—taskstate",
"selfLink":"https://../mgmt/tm/asm/tasks/import-
policy/ZuJ5QPuFj9r LwbrDgoPsg",

"filename":"tcbpolicy.xml",

"id":"ZuJ5QPuFj9r LwbrDgoPsg",

"startTime":"2014-01-
NTM22«BEN.NQ7N

2. EMBRZAEE  BAH DELETE FR 37 URI FIEEEHSH,

DELETE
https://192.168.25.42/mgmt/tm/asm/policies/<MD5SHASH>/urls/?$filter=staging
eq true
{m | =
NMARFLZEEER KK

MR E A Application Security Manager™ ( ASM™ ) § A , S HRBEREE , N T # ASM 5
iControl REST MR [E 24k,

iControl®REST XS A , S HABUEREEHY Application Security Manager™ ( ASM™ ) If
BE. BMESEEUA TERNITELER 4.
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file EEES ANXMLERHAKN R,
WFEAEP I L AR

isBase6d ETABRNBRRE NBasebsmiZ, EATHANMBEAR,

£ Application Security Manager H15 A\ S5

iControl®REST X # Application Security Manager™ ( ASM™ ) {£%% |, UM B —1 ASM RE&S
AR, BAURSEANKBAES M RELHELREKRK, .

1. (Wi ) EEENFS AR , EEA POST FEHIEE/ tm / asm / file-transfer /
upload, ZBAREBRPIEEXHA.

POST https://192.168.25.42/mgmt/tm/asm/file-transfer/uploads/<filename>

2. ESAKHEE | [/ mgmt/tm/asm/tasks / import-policy B§& % H POST &R
3. £ JSON 4 H | BE—MFREABBERNEM, BUTRMEIERP—

MNEH -
e file
¢ filename

* policyReferenceTemplate

POST https://192.168.25.42/mgmt/tm/asm/tasks/import-policy

{

"filename":
"mypolicy.xml", "name":
"NewPolicy"

1

{
" id" :
"ogNah2PxtwwE4YyAHGekNQ",
"name": "NewPolicy",
"filename": "mypolicy.xml"
"kind": "tm:asm:tasks:import-
policy:importpolicytaskstate", "lastUpdateMicros":
1370459676272126,
"status":
"NEW" ,
"selfLink":

"https://localhost/mgmt/tm/asm/tasks/import-policy/ogNah2PxtwwE4YyAHGekNQ",
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4. R GET HRHE URI HIEE id Bt , LAERKS ARERTEI. WAE RERMIR
SEM  XERMETRERK.

GET
https://192.168.25.42/mgmt/tm/asm/tasks/import-policy/oqNah2PxtwwE4YyAHGekNQ

{

"id": "ogNah2PxtwwE4YyAHGekNQ",

"kind": "tm:asm:tasks:import-

policy:importpolicytaskstate", "name": "NewPolicy",

"filename": "mypolicy.xml"

"lastUpdateMicros":

1370459676272126, "status":

"COMPLETED",

"selfLink":
"https://localhost/mgmt/tm/asm/tasks/import-policy/ogNah2PxtwwE4YyAHGekNQ",

"startTime": "2013-06-05T15:14:36-
04:00", "endTime": "2013-06-05T15:14:56-

04:00",
"result": {
"policyReference":

{ "link":
"https://localhost/mgmt/tm/asm/policies/vagoQLF6u0oBKvS8h3C19w"
}

1

Exporting a policy in Application Security Manager

iControl®@REST X RS HE S — & RS E]H Application Security Manager™ ( ASM™ )
5. ERUFSHNKRRAES —MNRELHERKRE,

1. ESHEKEE , [/ mgmt/tm/ asm/ tasks / export-policy & H POST &R, BHMIEFER
FEZE filename B inline B,

POST https://192.168.25.42/mgmt/tm/asm/tasks/export-policy

{

"filename":
"exported file.xml", "minimal":
true, "policyReference": {

"link":
"https://localhost/mgmt/tm/asm/policies/vagoQLF6uOoBKvS8h3C19w

}

1

B RE NS E A TR

"id": "ogNah2PxtwwE4YyAHGekNQ",
"filename":
"exported file.xml",
"policyReference": {
"link":
"https://localhost/mgmt/tm/asm/policies/vagoQLF6uOoBKvS8h3C19w
by
"minimal": true,
"kind": "tm:asm:tasks:export-

nAlidirmsreavnartnalissrtaclkeotatal "l ac+TInAat+aMimnrac™.
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"selfLink":
"https://localhost/mgmt/tm/asm/tasks/export-policy/ogNah2PxtwwE4YyAHGekNQ",

"startTime": "2013-06-05T15:14:36-04:00"

2. ("t ) EWERKS HBRENRS , BEMA GET AEHIEEER 1D,

GET
https://192.168.25.42/mgmt/tm/asm/tasks/export-policy/oqNah2PxtwwE4YyAHGekNQ

BRI RN B A T BIE

"id": "ogNah2PxtwwE4YyAHGekNQ",
"filename":
"exported file.xml",
"policyReference": {
"link":
"https://localhost/mgmt/tm/asm/policies/vagoQLF6uOoBKvS8h3C19w

}y

"minimal": true,

"kind": "tm:asm:tasks:export-

policy:exportpolicytaskstate", "lastUpdateMicros":

1370459676272126,

"status": "COMPLETED",

"selfLink":
"https://localhost/mgmt/tm/asm/tasks/export-policy/ogNah2PxtwwE4YyAHGekNQ",

"startTime": "2013-06-05T15:14:36-
04:00", "endTime": "2013-06-05T15:14:56-
04:00",

"result": {

WSt a0

3. (k) ETHXHY , BEMA GET 5 EHIEE/ tm / asm / file-transfer / downloads , AR S H
XHH BT, BUREBERPIEEIHSE,

GET https://192.168.25.42/mgmt/tm/asm/file-transfer/downloads/<filename>

£ Application Security Manager = 57 F 5k &

iControl®REST 3 #F Application Security Manager™ ( ASM™ ) {155 , AFZ M AR MG R
28

1. ERAKE  EEA/tm/asm/tasks / apply-policy BE % H POST &R,

POST https://192.168.25.42/mgmt/tm/asm/tasks/apply-policy

{
"policyReference":
{ "link":
"https://localhost/mgmt/tm/asm/policies/vagoQLF6uOoBKvS8h3C1ow"
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MNERB N E L TEHIE

"id": "ogNah2PxtwwE4YyAHGekNQ",
"kind": "tm:asm:tasks:apply-
policy:applypolicytaskstate", "policyReference": {
"link":
"https://localhost/mgmt/tm/asm/policies/vagoQLF6uOoBKvS8h3C19w

}y

"lastUpdateMicros":
1370459678272126, "status": "NEW",
"selfLink":

"https://localhost/mgmt/tm/asm/tasks/apply-
policy/ogNah2PxtwwE4YyAHGekNQ", "startTime": "2013-06-05T15:14:36-
na-nnn

2. BEWENARBRENRS , BRE-BELRH GETEXR.

GET https://192.168.25.42/mgmt/tm/asm/tasks/apply-policy

MNER BN E LTI

"id": "ogNah2PxtwwE4YyAHGekNQ",
"kind": "tm:asm:tasks:apply-
policy:applypolicytaskstate", "policyReference": {
"link":
"https://localhost/mgmt/tm/asm/policies/vagoQLF6uOoBKvS8h3C19w

bo

"lastUpdateMicros":
1370459678272126, "status":
"COMPLETED",

"selfLink":

"https://localhost/mgmt/tm/asm/tasks/apply-
policy/ogNah2PxtwwE4YyAHGekNQ", "startTime": "2013-06-05T15:14:36-
na-nnn

£ Application Security Manager &R KK ER

BULBERNRBEZBANER , UBR, EHER, ZRVENX-HFEMNE
iControl®REST API AT A,

1 BERIRBCEANESR , HFEREMNRBEHITLLR , HE JSON EXFRIFIXLERE , 01E
FiRe BAILEREBUTARBBENEAMNKE &5 , KXo XKNEMBPIII I,

{

"firstPolicyReference": { "link":
"https://localhost/mgmt/tm/asm/policies/example 1"}
’

"secondPolicyReference": {"link":

"https://localhost/mgmt/tm/asm/policies/example 2"
1
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1. [A)/ mgmt/tm /asm/ tasks / policy-diff ¥ si &t POST #K, FF6 & # A1 JSON 1E3C.
2.
POST https://192.168.25.42/mgmt/tm/asm/tasks/policy-diff

AL 55 R I 1R (] 25 S 2 18] ) 22 3 HO SR, 4912 HE EDAE — > SRS P (ELANAE 53— A SR T g s
1.

{
"firstPolicyReference": { "link":
"https://localhost/mgmt/tm/asm/policies/example 1"},
"secondPolicyReference": {"link":
"https://localhost/mgmt/tm/asm/policies/example 2"},
"differenceReference": { "link":
"https://localhost/mont/t/asm/policy—diffs/8AcZwsnx /gvk34CV22hYrw/di fferences/example?ver=13.1.0"},

"lastUpdateMicros": O,

nidgmr., nn

}

BB T RIS Z RN ZERES, TTHTEHFARRZESR.
&3 Application Security Manager HRIEREER
S n] DA FH M 22 AT 25 HOA R B IR AN SR 2 TR 25 5. UWRERZE 5705, T DA el 22 5 5 5 3
Mo

BLE I oRN SCA 2 [MZ 5, 1i13) POST K
/ mgmt /tm / asm / tasks / policy-merge % /5«

POST https://192.168.25.42/mgmt/tm/asm/tasks/policy-merge

"policyDiffReference": {"link": "/mgmt/tm/asm/policy-diffs/example"},

"addMissingEntitiesToFirst": true,

"addMissingEntitiesToSecond": true,

"handleCommonEntities": "ignore",

"handleMissingEntitiesEnum": ["ignore", "accept-from-first",
"accept-from-second"],

"itemFilter": ""

}

itemFilter B VEE T LR EA IR T4 0T LUK AR T 22 R AR & (08 filter &
WS HUERI

Application Security Manager signatures
L 518 Application Security Manager™ (ASM™) signatures, |5 | f# ASM 5 iControl REST

I IX o
iControl®REST 37 ¥ Application Security Manager™ (ASM™) IhEERKG 2, SHIUERZEY.
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JE iR

pais LA XML 4% 35 € IR BT H 1 2

inline TRz AR B A I & A

isBase64 TRZR IR 282 Base64 Zifid i) CHi ANGE 24D o Wkt inline ¥ &
N TRUE, 5 %54 72 Base64 4t .

PR TR E AR ZEA SCAF I AR

isUserDefined TRRBA R BN E L4 .

METE Application Security Manager K signatures

80

iControl®REST 37 £ Application Security Manager™ (ASM™) (£5%, DU #2544 DL #4544 X

G

1. BRAEPZAL, 1EX/ tm /asm /[ tasks / check-signatures & Hi POST 13K
i m, A — T ISON EXC (P .

POST https://192.168.25.42/mgmt/tm/asm/tasks/check-signatures

"id": "ogNah2PxtwwE4YyAHGekNQ",

"kind": "tm:asm:tasks:check-signatures:check-signaturestaskstate",
"lastUpdateMicros": 1370459676272126,

"status": "NEW",

"selfLink":

"https://localhost/mgmt/tm/asm/tasks/check-signatures/ogNah2PxtwwE4YyAHGekNQ",

GET

"startTime": "2013-06-05T15:14:36-04:00"

FfE R AFT R B IRAEIIRE, 3R GET 3K

https://192.168.25.42/mgmt/tm/asm/tasks/check-signatures/ogNah2PxtwwE4YyAHGekNQ

X SR AR M I 5 BA Bt «

"id": "ogNah2PxtwwE4YyAHGekNQ",

"kind": "tm:asm:tasks:check-signatures:check-signaturestaskstate",
"lastUpdateMicros": 1370459676272126,

"status": "NEW",

"selfLink":

"https://localhost/mgmt/tm/asm/tasks/check-signatures/ogNah2PxtwwE4YyAHGekNQ",

"startTime": "2013-06-05T15:14:36-04:00",
"endTime": "2013-06-05T15:14:56-04:00",
"result": {

"updatesAvailable": false

}
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1E Application Security Manager BT signatures

iControl®REST 37 Application Security Manager™ (ASM™) T-553K B #2547 .

1.

(Ali) BRSO LAE %4, G POST Jiiit4e e
/tm / asm / file-transfer / upload %ifj st . %8 Z0FE T K HH8 & SCAF4 .

POST https://192.168.25.42/mgmt/tm/asm/file-transfer/uploads/<filename>

BIHCHI 4%, i tm / asm / tasks / update-signatures i 4 25 [F] & HY POST 3K, FFHF—a
1 JISON IEX ({P) -

POST https://192.168.25.42/mgmt/tm/asm/tasks/update-signatures

{1

"id": "ogNah2PxtwwE4YyAHGekNQ",

"kind": "tm:asm:tasks:update-signatures:update-signaturestaskstate",

"lastUpdateMicros": 1370459676272126,

"status": "NEW",

"selfLink":
"https://localhost/mgmt/tm/asm/tasks/update-signatures/ogNah2PxtwwE4YyAHGekNQ",

"startTime": "2013-06-05T15:14:36-04:00"

L R A RPN, A GET 1K,

GET
https://192.168.25.42/mgmt/tm/asm/tasks/update-signatures/ogNah2PxtwwE4YyAHGekNQ

M) S A 5 A 5% 4
{
"id": "ogNah2PxtwwE4YyAHGekNQ",
"kind": "tm:asm:tasks:update-signatures:update-signaturestaskstate",
"lastUpdateMicros": 1370459676272126,
"status": "COMPLETED",
"selfLink":

"https://localhost/mgmt/tm/asm/tasks/update-signatures/ogNah2PxtwwE4YyAHGekNQ",

"startTime": "2013-06-05T15:14:36-04:00",
"endTime": "2013-06-05T15:14:56-04:00",
"result": {
"signatureStatusReference":
{ "link":
"https://localhost/mgmt/tm/asm/signature statuses/vagoQLF6uOoBKvS8h3C19w"
}
}
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fE pplication Security Manager S5 H signature

iControl®REST 37 #F Application Security Manager™ (ASM™) {£5%, LS H&4 LIE R —4
ASM %4 BAEH .

1. BESHE4S, X tm/asm/ tasks / export-signatures iy £ 25 [8] & i POST 1K, JF7E JSON 1E3C
rh i E Hin SRR A4 R

POST https://192.168.25.42//mgmt/tm/asm/tasks/export-signatures

{

"filename": "exported file.xml",
}
{
"id": "ogNah2PxtwwE4YyAHGekNQ",
"filename": "exported file.xml",
"kind": "tm:asm:tasks:export-signatures:exportsignaturestaskstate",
"lastUpdateMicros": 1370459676272126,
"status": "NEW",
"selfLink":

"https://localhost/mgmt/tm/asm/tasks/export-signatures/ogNah2PxtwwE4YyAHGekNQ",

"startTime": "2013-06-05T15:14:36-04:00"

2. (k) e T ML BRERRE, R I GET K.

GET
https://192.168.25.42/mgmt/tm/asm/tasks/export-signatures/ogNah2PxtwwE4YyAHGekNQ

"id": "ogNah2PxtwwE4YyAHGekNQ",

"filename": "exported file.xml",

"kind": "tm:asm:tasks:export-signatures:exportsignaturestaskstate",

"lastUpdateMicros": 1370459676272126,

"status": "COMPLETED",

"selfLink":
"https://localhost/mgmt/tm/asm/tasks/export-signatures/ogNah2PxtwwE4YyAHGekNQ",

"startTime": "2013-06-05T15:14:36-04:00",
"endTime": "2013-06-05T15:14:56-04:00",
"result": {

"filename": "exported file.xml",

}

3. (W) BRSO, EEH GET ikifdee
/tm / asm / file-transfer / downloads ¥iij 55, VA3 H TR HR . IE A Z0AE 1 SR 48 e SC A
o

GET https://192.168.25.42/mgmt/tm/asm/file-tranfer/downloads/exported file.xml
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1E Application Security Manager #2 signature {5 BIR%S

iControl®REST 37 Application Security Manager™ (ASM™) ISR RE 4L AL IREE R
%ﬁmu@}ﬁﬁ%’ﬁ% SCREES IOAT R B 1A R
TR RELIRSE R, 15X]/ tm / asm / signature-statuses & H GET i 3K iy 4 2% »

GET https://192.168.25.42/mgmt/tm/asm/signature-statuses/<MD5HASH>

items J@ 14 R signature JRZ.

"selfLink": "https://localhost/mgmt/tm/asm/signature-statuses",
"kind": "tm:asm:signature-statuses:signature-statuscollectionstate",
"items": [

{

"sigsAdded": 0,

"isUserDefined": false,

"readme": "Attack Signature Database packaged with version
11.5.0\n\n\ .... ",

"sigsUpdatedMinor": O,

"sigsDeleted": O,

"modifiedSignatures": [],

"loadTime": "2013-10-10T06:43:30z",

"sigsTotal": O,

"sigsUpdated": O,

"selfLink":
"https://localhost/mgmt/tm/asm/signature-statuses/cHzbviRdfEv6l RRieAdgw",

"kind": "tm:asm:signature-statuses:signature-statusstate",

"timestamp": "2013-10-08T09:06:152",

"sigsUpdatedMajor": O,

"id": "cHzbviRdfEv6l RRieAdqw"

1E Application Security Manager #& signature &%t

iControl®REST 3 #F Application Security Manager™ (ASM™) Itk R4 2%, AT
244 A 4511 MD5 hash 4 REKEZ .

B R RYEE, 158/ tm / asm / signature-systems & i GET &R iy 44 %5 [ .

GET https://192.168.25.42/mgmt/tm/asm/signature-systems/MD5HASH

ZIH N T R signature RGE B, 1EARIBIRIFEE .

{
"selfLink":
"https://localhost/mgmt/tm/asm/signature-systems/EStDgGiPI9nSPgKBhS1DyvQ",
"kind": "tm:asm:signature-systems:signature-systemstate",
"name": "General Database",
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"id": "EStDgGiP9nSPgKBhS1DyvQ"

Application Security Manager Z2#Jnz,

a4 A Application Security Manager™ (ASMT™) 73404, TS T f# iControl®REST Wifaf 3¢
FRAR BT 55

iControl®REST Jy XML #5300 FALHRAL T — i . Application Security Manager™ (ASMT™)
RIS AR S DI B SR X 4 SRR B IR AR AN -

B Eip
4 BE XML SO 42 7K
WA BN B FE E N XML

#£ Application Security Manager InEZEH 4

¥ XML SO S0 B SO AH ORI TR AR R XML A fF. BB etk 2 G, wlbL
IEAT B AT 55 DL B0 IE SO 55 e B SO SRk

B R XML A, 1A POST J5ik 48

/tm / asm / policies i 4 =[] .

POST
https://192.168.25.42/mgmt/tm/asm/policies/xpgo0lmYOtgfvl3jlkhKeA/xml-validation-files

{

"fileName": "softwareupdate.wsdl",
"contents": "<validation></validation>"
}
{
"selfLink":

"hittps: //localhost /gt /t/asm/policies/xo0InYOtg vl 3j 1KiKeR/xnl ~valication-files/d71cGosItlc ODKUPz83UW",

"kind":
"tm:asm:policies:xml-validation-files:xml-validation-filestate",

"fileName": "softwareupdate.wsdl",

"contents": "<begin></begin>",

"lastUpdateMicros": 1393332020000000,

"id": "d7loGosItLc ODXuPz83Uw",

"isReferenced": false

Application Security Manager RBgE#)

U1 H Application Security Manager™ (ASM™) I& JiE #&, IS T fi# iControl®REST Ul fif 5K
Jiti ASM
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iControl®REST 3¢ 4 Application Security Manager™ (ASM™) Ihfit, LUK T-50E i soic Sk 5 5K

o B JRSESIEITING W AES K IE S d 04 policyHistoryRevision J&PE, 4 & % M ik 5 1) 5
BEAZIT . I BRAEE SR A IESCh R 4E T policyReference J& 5% name J& 11, %A 555478 5512 505

I, AR5 K G 3 5 S S

JE HiR

policyHistoryRevision ?EiE%%iEﬁﬁE@[ﬁﬁﬁﬂ%iTﬂﬁﬁﬁﬁic

FE Application Security Manager & J5 $50& &k

Application Security Manager™ (ASM™) Hi[f] policyHistoryReference J& #1155 nf LK Ji SR & &
iT. W JSON IE A% policyReference 5% name J& 1, WHZATS- K 1% 5Ems . B, (E5%

BT R
1. B HEISAEIT, 50 tm / asm / task / import-policy 4% %% 4% [a)4# F§ POST J572:.

POST https://192.168.25.42/mgmt/tm/asm/tasks/import-policy

{
"policyHistoryReference":
{ "link":
"hittps: //localhost /gt /tny/asm/pol i cies/vagoQLF6UOoRKvS8h3C1 9w/ history-revisions/hEKAI XUTUSASAgtgexi JUQ"

}o
"policyReference": {

"link": "https://localhost/mgmt/tm/asm/policies/vagoQLF6uOoBKvS8h3C19w"

"id": "ogNah2PxtwwE4YyAHGekNQ",
"kind": "tm:asm:tasks:import-policy:importpolicytaskstate",
"policyHistoryReference": ({

"link":

"https: //localhost /gt /tm/asm/poli cies/vagoQLF6uOoRKvS8h3C1 9w/hi story—revi sions/hEKdi XUTUSASAqtgexi U0

by
"policyReference":
{ "link":

"https://localhost/mgmt/tm/asm/policies/vagoQLF6uOoBKvS8h3C1ow"

b

"lastUpdateMicros": 1370459676272126,

"status": "NEW",

"selfLink":

"https://localhost/mgmt/tm/asm/tasks/import-policy/ogNah2PxtwwE4YyAHGekNQ",

"startTime": "2013-06-05T15:14:36-04:00"

EAEE SR PIRE, 1B/ tm / asm / task / import-policy & H GET iR
fr A al, M E—ANm N id 8.

GET
https://192.168.25.42/mgmt/tm/asm/tasks/import-policy/ogNah2PxtwwE4YyAHGekNQ
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M 7S 7 1 SR RS R 1 o

"id": "ogNah2PxtwwE4YyAHGekNQ",
"kind": "tm:asm:tasks:import-policy:importpolicytaskstate",
"lastUpdateMicros": 1370459676272126,
"policyHistoryReference": ({
"link":
"https://localhost /ot /tm/asm/poli cies/vagoQLF6uOoRKVS8h3C1 9w/hi story—revi sions/hEKdi XUTUSASAqtgexi 0"

by
"policyReference":
{ "link":
"https://localhost/mgmt/tm/asm/policies/vagoQLF6uOoBKvS8h3C1ow"
by
"status": "COMPLETED",
"selfLink":

"https://localhost/mgmt/tm/asm/tasks/import-policy/ogNah2PxtwwE4YyAHGekNQ",

"startTime": "2013-06-05T15:14:36-04:00",
"endTime": "2013-06-05T15:14:56-04:00",
"result": {
"policyReference":
{ "link":
"https://localhost/mgmt/tm/asm/policies/vagoQLF6uOoBKvS8h3C1ow"
}
}

Application Security Manager S A\ JRH

A4 ] Application Security Manager™ (ASM™) 5 A\ JRIR%E, TN T fi# iControl®REST 1
528 ASM.

iControl®REST 37 £ Application Security Manager™ (ASM™) Ififi, DI fi S NI I3
IR . B0 Z57E JSON IE S HH 25 policyReference J& 4 .

Bt iR

policyReference T IR SR ) B AR

A PA XML #& A8 & SN2

A4 i€ ER I SR A4 R

isBase64 FRR R AL Base64 gt i 54 -

scanId FREFH 1D, W RIS E AT EME, WIXFT Cenzic Hailstorm
I

subscriptionId FREITH 1D, WREARTE &A@, XS T Cenzic Hailstorm
ST

onlyGetDomainNames FaRAE S R B IENTINSCAE, AR5 AE AT TR B A 3 N TR
T

importAllDomainNames |fR/NAE55 2 AT SCAFIE R AN A iR .

domainNames i 7E AT 25 AR N SO I N T TR 13804
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#£ Application Security Manager S AIRIA{E &

iControl®REST 3 Application Security Manager™ (ASM™) Ijjfi, 0] M S BR3#i 25 kI S
VAN A€/

1. BH NI, &%/ tm /asm / tasks / import-vulnerabilities f#i | POST 7715

EZRHLTP

POST https://192.168.25.42/mgmt/tm/asm/tasks/import-vulnerabilities

{

"policyReference": { "link":
"https://localhost/mgmt/tm/asm/policies/xpgqbO0lmYOtgfv13jlkhKeA" },

"importAllDomainNames": false,

"domainNames": [

1y

"subscriptionId": "4132",

"scanId": "3883"

{

"policyReference": { "link":
"https://localhost/mgmt/tm/asm/policies/xpgqbO0lmYOtgfv13jlkhKeA" },

"isBaseb64": false,

"importAllDomainNames": false,

"status": "NEW",

"lastUpdateMicros": 1395567859000000,

"domainNames": [

1,

"subscriptionId": "4132",

"scanId": "3883",

"selfLink":

"https://localhost/mgmt/tm/asm/tasks/import—vulnerabilities/8PacFCQc0Umx45mheqdyew",

"kind":
"tm:asm:tasks:import-vulnerabilities:import-vulnerabilities-taskstate",

"id": "8PacFCQc0Umx45mhegdyew",

"startTime": "2014-03-23T09:44:152",

"result": {}

2. ERZREFNFRESHPIRE, WEMH GET ik,

GET
https://192.168.25.42/mgmt/tm/asm/tasks/import-vulnerabilities/8PacFCQcOUmx45mheqdyew

XU SR AR L AR Kol -

"isBase64": false,
"importAllDomainNames": false,
"status": "COMPLETED",
"lastUpdateMicros": 1395567859000000,
"domainNames": [

mwn
1,
"onlyGetDomainNames": false,
"subscriptionId": "4132",
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"scanId": "3883",
"selfLink":
"https://localhost/mgmt/tm/asm/tasks/import—-vulnerabilities/8PacFCQc0Umx45mheqdyew",

"kind":
"tm:asm:tasks:import-vulnerabilities:import-vulnerabilities-taskstate",
"policyReference": {
"link":

"https://localhost/mgmt/tm/asm/policies/xpgbO0lmYOtgfvl3jlkhKeA"
by

"id": "8PacFCQcOUmx45mheqgdyew",
"startTime": "2014-03-23T09:44:15z2",
"result": {
"vulnerableHosts": [
{
"vulnerabilityCount": "4",
"domainName": ""
b
{
"vulnerabilityCount": "41",
"domainName": "crackme.cenzic.com"

1E Application Security Manager EifligiRiF&iT IR

Application Security Manager™ (ASM™) SZREXT S = A AT Bil.  #&80T LAIA) ASM £ 75 5
I I PR 1T 14

JEE ASM /K 3% 75X/ Cenzic Hailstorm 472747

1. B EEE RIRIFAVAS T B, 154 POST J1iks
/tm / asm / tasks / get-vulnerability-assesssment-subscriptions i % %5 8], 48 &
JSON 1E3CH 1 policyReference J& 14 .

POST
https://192.168.25.42/mgmt/tm/asm/tasks/get-vulnerability-assessment-subscriptions

{

"policyReference": { "link":
"https://localhost/mgmt/tm/asm/policies/xpgbOlmYOtgfvl3jlkhKeA" }
}

PRI SRR PR T SR AT SRARZAS IR AR TR T JAb R A B SR B0 id SR 1k

{
"kind":
"m:agm: tasks :get-wvulnerabi 1ity-assessrent—suoscriptions :get-vulneraoi 11 ty-assesarent-suoscriptions-taskstate",
"selfLink":
"https: //localhost /myrt/tm/asny/ tasks/get—vulnerabi 11 ty-assessment—-subscriptions/p00SkEyRGNEAFBKivap 38w,
"policyReference":
{ "link":
"https://localhost/mgmt/tm/asm/policies/xpgbOlmYOtgfv13jlkhKeA"
1
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"status": "New",

"id": "pCOSkFyRGWeAf6Kwcpj38w",
"startTime": "2014-03-24T09:35:572",
"lastUpdateMicros": 1395653765000000,
"result": { }

2. EERIUE R, T GET J7ikAl
/tm / asm / tasks / get-vulnerability-assessmentment-subscriptions iy 44 %5 8],  Ff-Fff 0
URI 17 id J& M.

GET
https://192.168.25.42/mgnt/tm/asny/tasks/get—vulnerabi 11 ty-assessment—subscriptions,//pO0SKEyRONEAT GKinap] 38w

{
"kind":
"tm:agm: tasks :get-vulnerabi 1ity-assessrent—suoscriptions :get-vulnerabi 11 ty-assesarent—suoscriptions-taskstate",

"selfLink":
"hittps: //localhost /gt /ty/asny/ tasks/get-vulnerabi 11 ty-assessrent-subscriptions/pO0SKEyRGREAL 6K ) 38w,

"policyReference":
{ "link":
"https://localhost/mgmt/tm/asm/policies/xpgbOlmYOtgfv13jlkhKeA"
1

"status": "COMPLETED",
"id": "pCOSkFyRGWeAf6Kwcpi38w",
"startTime": "2014-03-24T09:35:572",
"lastUpdateMicros": 1395653765000000,
"result": {
"subscriptions": [
{
"scans": [
{
"scanId": "3870",
"completeDateTime": "2013-04-03T08:33:272",
"status": "Complete"
b
{
"scanId": "3883",
"completeDateTime": "2013-04-09T08:55:502",
"status": "Complete"
}
1,
"url":
"http://crackme.cenzic.com/Kelev/register/register.php",
"productId": "YK Trial Scan",
"subscriptionId": "4132"

F£ Application Security Manager [BEliRERFH

BRI TR, BT RAE ) B = FFER, 140 Cenzic Hailstorm. VL 4/f1 4%
SRR A (R ELHE F T 5 B4 4 10 o o
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1. R SIRIETEAY, 1 LRy Uk POST iR

/tm / asm / tasks / initiate-vulnerability-assessment i % 45 18] . U5
JSON F 44 policyReference Al subscriptionld J& 1k .

POST https://192.168.25.42/mgmt/tm/asm/tasks/initiate-vulnerability-assessment

{

"policyReference": { "link":
"https://localhost/mgmt/tm/asm/policies/xpgqb0lmYOtgfv13jlkhKeA" 1},
"subscriptionId": "4132"

}

Wi J32 8 7 37 SR (RS A il Jeg 2k

{

"policyReference": { "link":
"https://localhost/mgmt/tm/asm/policies/xpgqbO0lmYOtgfv13jlkhKeA" },

"status": "NEW",

"lastUpdateMicros": 1395567859000000,

"subscriptionId": "4132",

"selfLink":

"https://localhost/mgmt/tm/asm/tasks/initiate-vulnerability-assessment/8PacFCQc0Unx4Srheqdyew ,

"kind":
"tm:asm: tasks:initiate-vulnerability-assessment:initiate-vulnerability-assessment-taskstate",
"id": "8PacFCQc0Umx45mhegdyew",

"startTime": "2014-03-23T09:44:15z",
"result": {}

R R KRRV ERAE RS, WE /A GET J7iM
/tm / asm / tasks / initiate-vulnerability-assesssment ¥ 44 2% [], 35K id BT InE] URI.

GET
https://192.168.25.42/mgmt/tm/asn/tasks/initiate-vulnerability-assessment/8PacFCQc0Umsx4Smhegdyew

120 B B 7N SRR AN scanld B .

"status": "COMPLETED",
"lastUpdateMicros": 1395567859000000,
"subscriptionId": "4132",

"selfLink":

"https://localhost/mgmt/tm/asm/tasks/initiate-vulnerability-assessment/8PacFCQcOUmx4Smheqdyew”,

"kind":
"tm:asm:tasks:initiate-vulnerability-assessment:initiate-vulnerability-assessment-taskstate",

"policyReference":
{ "link":
"https://localhost/mgmt/tm/asm/policies/xpgbOlmYOtgfv13jlkhKeA"
by
"id": "8PacFCQc0Umx45mhegdyew",
"startTime": "2014-03-23T09:44:15z2",
"result": {
"scanId": 4920
}
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¥E Application Security Manager £&1EiREiRVF(G

M IR VEA, BT RAYT S =07 AR, 0 Cenzic Hailstorm. I 4m/E 55 4 AR S B G — AN &k
FE A 1R g R o
1.
BLZRIRIRPEAL, 1@ BUT 7 Uk H POST 3K :
/tm / asm / tasks / terminate-vulnerability-assessment 7y 4% =5[] . 7 policyReference J& 14 &
JSON 1E 3,

POST
https://192.168.25.42/mgmt/tm/asm/tasks/terminate-vulnerability-assessment

{
"policyReference": { "link":

"https://localhost/mgmt/tm/asm/policies/xpgqb0lmYOtgfv13jlkhKeA" },
}

R 47 R A TR 1 1D

{

"policyReference": { "link":
"https://localhost/mgmt/tm/asm/policies/xpgqb0lmYOtgfv13jlkhKeA" },

"status": "NEW",

"lastUpdateMicros": 1395567859000000,

"selfLink":

"https://localhost/mgmt/tm/asn/ tasks/terminate-vulnerability-assessment/8PacFCOc0Unx4 Smhegdyew ,

"kind":
"tm:asm: tasks: terminate-vulnerability-assessment : terminate-vulnerability-assessment—taskstate",
"id": "8PacFCQcO0Umx45mhegdyew",

"startTime": "2014-03-23T09:44:15z2",
"result": {}

2. BERIUAEIRIFEVEAS BRAE RS, W5 /EH GET J7ikM
/tm / asm / tasks / terminate-vulnerability-assessment i % 45 18], 44 id JE LM INE] URIL.

GET
https://192.168.25.42 /mgnt/tm/asn/tasks/terminate-vulnerability-assessment /8PacFCOc0Unk4Srheqdyew

M 7 S 7S T SRR o

"status": "COMPLETED",
"lastUpdateMicros": 1395567859000000,
"subscriptionId": "4132",

"selfLink":

"https://localhost/mgmt/tm/asn/tasks/terminate-vulnerability-assessment/8PacFCQc0Unx4Smheqdyew ,

"kind":
"tm:asm: tasks: termminate-vulnerability-assessment : terminate-vulnerability-assessment-taskstate",

"policyReference":
{ "link":
"https://localhost/mgmt/tm/asm/policies/xpgbOlmYOtgfv13jlkhKeA"
by
"id": "8PacFCQc0Umx45mhegdyew",
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"startTime": "2014-03-23T09:44:152",
"result": {

}

Application Security Manager JRiFf#&%
anSA# F Application Security Manager™ (ASM™) SRR, TN T f# iControl®REST Ui

L ASM.

Application Security Manager™ (ASM™) 3¢} ] T Pl B0 70, 5] 4 B A7 e Js ] ) 2 WU
o

B i35

getPreResolveMessages RIRZAT AT R BT T BOE e, (B AN S i B 4L
stageVulnerabilities TE%@J:%CX?L%H%};EHZE/‘JEEQO

vulnerabilities KX r 51 e e N EI HES

¥k Application Security Manager K

fi YLiIRIS:,  Application Security Manager™ (ASMT™) 2> B 22 4= Sl LU Web N FER: %
SRR . ARERE, WA URATIEIR, DAMEA S 2 I [ 22 4 s . I, ASM K Sz R

B N T2 A TR
1. BRI, 357E POST J7idi{# FA/ tm / asm / tasks / resolve-vulnerabilities 4744 25 18], If46E R
TR 1k

POST https://192.168.25.42/mgmt/tm/asm/tasks/resolve-vulnerabilities
{

"vulnerabilities": [
{"link":
"https: //localhost/mgmt/t/asm/policies/vagoQLE6uCoRKvS8h3C1 9w/vulnerabi lities/abcdef1234567890"},
{"link":
"https://localhost/mgmt/t/asm/policies/vagoQLE6uCoRKvS8h3C1 9w/vulnerabilities/ogwertytrewoal 234"}
]
}

M 7B 5 7 SRR A A id g 1k

"id": "ogNah2PxtwwE4YyAHGekNQ",
"vulnerabilities": [
{"link":

"https: //localhost/mgmt/t/asm/policies/vagoQLE6uCoRKvS8h3C1 9w/vulnerabi lities/abcdef1234567890"},

{"link":
"https: //localhost/mgmt/t/asm/pol icies/vagoQLE6uCoRKvS8h3C1 9w/vulnerabi lities/gwertytrewopl 234"}
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1,
"kind":
"tm:asm:tasks:resolve-vulnerabilities:resolvevulnerabilitiesstate",
"lastUpdateMicros": 1370459676272126,
"status": "NEW",
"selfLink":
"https://localhost/mgmt/tm/asm/tasks/resolve-vulnerabilities/ogNah2PxtwwE4YyAHGEkNQ",

"startTime": "2013-06-05T15:14:36-04:00"

2. B EERIRE, 6K GET ik
/tm / asm / tasks / resolve-vulnerabilities 7 42 25 18], 316 id J& MEFHNE] URI.

GET
https://192.168.25.42/mgmt/tm/asm/tasks/resolve-vulnerabilities/ogNah2PxtwwE4YyAHGEKNQ

M L 4 7~ 45 R & 1k

"id": "ogNah2PxtwwE4YyAHGekNQ",
"vulnerabilities": [
{"link":
"https://localhost/mgmt/tm/asm/policies/vagoQLF6uCoBKvS8h3C1 9w/vulnerabilities/abcdef1234567890" ),

{"link":
"https: //localhost/mgmt/t/asm/policies/vagoQLE6uCoRKvS8h3C1 9w/vulnerabilities/ogwertytrewoal 234"}

1,
"kind":
"tm:asm:tasks:resolve-vulnerabilities:resolvevulnerabilitiesstate",
"selfLink":
"https://localhost/mgmt/tm/asm/tasks/resolve-vulnerabilities/ogqNah2PxtwwE4YyAHGEkNQ",

"lastUpdateMicros": 1370459676272126,
"status": "COMPLETED",

"startTime": "2013-06-05T15:14:36-04:00",
"endTime": "2013-06-05T15:14:56-04:00",
"result": {

"message": "The system does not automatically mitigate the
detection of an SQL injection vulnerability created as a result of a scanner
payload that includes distractive meta characters.\nIn order to mitigate
this vulnerability, manually add the disallowed meta characters to the
vulnerable parameter.\nNote: Characters such as '\"< when injected may change

the SQL query."
}

iR%] Application Security Manager FIJRIA

iControl®REST 37 fF Application Security Manager™ (ASM™) {155, I 55 o0 2e 4 S B A figd ok
IR FE SR bR R ()78 2.
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94

B RWENTE L, & POST J7iER
/tm / asm / tasks / resolve-vulnerabilities #ir % 4% [a], 348 & I A1
getPreResolveMessages J& 14 .

POST https://192.168.25.42/mgmt/tm/asm/tasks/resolve-vulnerabilities

{

"vulnerabilities": [
{"link":
"https: //localhost/mgmt/tm/asm/policies/vagoQLE6uCoBKvS8h3C1 9w/ vulnerabi lities/abedef1234567890" 1,

{"link":
"https: //localhost/mgmt/tm/asm/pol icies/vagoQLE6uCoRKvS8h3C1 9w/vulnerabi lities/qwertytrewoal 234"}

i

"getPreResolveMessages": true

}

M [ 5 7 1 SROIRAS A id J& ko

"id": "ogNah2PxtwwE4YyAHGekNQ",
"vulnerabilities": [
{"link":
"https: //localhost/mgmt/tn/asm/policies/vagoQLE6uOoBKvS8h3C1 9w/ vulnerabi lities/abcdef1234567890" ),

{"link":
"https: //localhost/mgmt/t/asm/pol icies/vagoQLE6uCoRKvS8h3C1 9w/vulnerabi lities/qwertytrewopl 234"}

1,
"getPreResolveMessages": true
"kind":

"tm:asm:tasks:resolve-vulnerabilities:resolvevulnerabilitiesstate",

"lastUpdateMicros": 1370459676272126,

"status": "NEW",

"selfLink":
"https://localhost/mgmt/tm/asm/tasks/resolve-vulnerabilities/ogqNah2PxtwwE4YyAHGEkNQ",

"startTime": "2013-06-05T15:14:36-04:00"

TR AR RPIRES, ¥ GET ikl
/tm / asm / tasks / resolve-vulnerabilities 4y 4 2% 18], I6 id J& PN %] URI.

GET
https://192.168.25.42/mgmt /tm/asm/tasks/resolve-vulnerabilities/ogNah2PxtwwE4YyAHGEKNQ

Wi %76 5 445 SR S A R S A R

"id": "ogNah2PxtwwE4YyAHGekNQ",
"vulnerabilities": [
{"link":
"https: //localhost/mgmt/tn/asm/policies/vagoQLE6uOoBKvS8h3C1 9w/ vulnerabi li ties/abcdef1234567890" ),

{"link":
"https: //localhost/mgmt/tm/asm/pol icies/vagoQLE6uCoRKvS8h3C1 9w/vulnerabi lities/qwertytrewoal 234"}

I
"getPreResolveMessages": true
"kind":
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"tm:asm:tasks:resolve-vulnerabilities:resolvevulnerabilitiesstate",
"selfLink":
"https://localhost/mgmt/tm/asm/tasks/resolve-vulnerabilities/ogNah2PxtwwE4YyAHGEkNQ",

"lastUpdateMicros": 1370459676272126,
"status": "COMPLETED",

"startTime": "2013-06-05T15:14:36-04:00",
"endTime": "2013-06-05T15:14:56-04:00",
"result": {

"message": "The following attack signature sets will be
assigned to the security policy: Cross Site Scripting Signatures, SQL
Injection Signatures\nStaging will be disabled for all signatures of Signature

Set: Cross Site Scripting Signatures, SQL Injection Signatures"

}

fE Application Security Manager 5 ¥ iE RS

1] LKA & T8 ASM@JE FI R4 b R IERESE ) (CMD &I = RI® £ G AR [F 1)
cookie fNEFh1-,
TSI, W POST iR

/ mgmt / tm / asm / tasks / export-data-protection i £ .

POST https://192.168.25.42/mgmt/tm/asm/tasks/export-data-protection

"filename": "example-export-keys"

"endTime": "1970-01-01T00:00:00z2",
"filename": "",
"id": "Il,
"lastUpdateMicros": O,
"result": {
"message": " Il,
"file": nmw
b
"startTime": "1970-01-01T00:00:002",
"status": "NEW",
"statusEnums": [
"NEW",
"FAILURE",
"COMPLETED",
"STARTED"
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#£ Application Security Manager S A BB F

SERBIER R S HAESE, EBTUER — N O S — N aReAR S LS NIRRT &AL
e E, W IL RS, AT DA A0 2 R SR (R 8 P R R RO
HEEASIESEY, &R POST &R

/ mgmt / tm / asm / tasks / import-data-protection ¥ & .

POST https://192.168.25.42/mgmt/tm/asm/tasks/import-data-protection

"filename": "example-export-keys"

"endTime": "1970-01-01T00:00:00Z2",
"file": "",
"filename": "",
"graceAcceptingIntervalInMinutes": 2880,
"graceSigningIntervalInMinutes": 30,
"id" . n ll,
"lastUpdateMicros": 0,
"result": {

"DataProtectionReference": {

"link": "https://localhost/mgmt/tm/asm/data-protection?ver=13.0.0"

by

"message": mn
by
"startTime": "1970-01-01T00:00:002",
"status": "NEW",
"statusEnums": [

"NEW",

"FAILURE",

"COMPLETED",

"STARTED"

7E Application Security Manager S AE$H

Application Security Manager™ (ASM®) 3CFFFEA SSLIUEBES . FAIERE, ZiEHrH
T XML e & SCAFIF Web IR % 224 (WSS {47,

FENUET, EX mgmt/ tm / asm / tasks / import-certificate & i POST &K

i Ko

POST https://192.168.25.42/mgmt/tm/asm/tasks/import-certificate

{
"certificateName": "",
"certificateType": "client",
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"certificateTypeEnums":
"file": ""’
"filename":

nn
4

"saveExpiredOrUntrustedCertificate":
{"link":

"certificateReference":

["client",

iContmI® REST API User Guide

"server"],

false,

"https://localhost/mgmt/tm/asm/certificates/example?ver=13.1.0"},
[Other standard task fields]

}

J& 14 saveExpiredOrUntrustedCertificate /& — /M /RAH, RVFEFAANZELE DS HIUE.

Web [EHEEIZE

A% H Application Security Manager™ (ASM™) 5 # Web $UHUAC B % &, T A] LA A

iControl®REST API R B8 X tL ik & .

iControl REST ¥ J& 1 AFF45 CONFI 1EH 5 i i B . WHREECREE T Ul (TMUD HiEC

B Web JUDGEE, MR IMER G EARMEE. P45 webScrapingConfiguration FxiR It

BRI BRI TR A -

B

i)

sessionTransactionAnomalyBlock

TR R G 1 DA /R B AL 2 18 3 55 57

sessionOpeningAnomalyAlarm

RN R G0 1 MR B RIS A R TR e
o

suspiciousClientsAlarm

TR R G 1 LA R EROE A R 1T 57
R

sessionTransactionAnomalyAlarm

TR R G LA R EROE A RIS R W
o

suspiciousClientsBlock

TR TR R Bk e 7 i b DAA R A AR BHLE

sessionOpeningAnomalyBlock

TR R G 1 DA R U LE 2 15T T 53

usePersistentStorage

TR R G AR 5 AL (02 P b iR (A
IRAED o

botDetectionBlock R ARG BB R NE L, PA/R1ER
N
useFingerprint TR RGGEARIEN AR R -

botDetectionAlarm

7R R G0/ 75 UL Boolean R ALK THLAEA
HELI ) AR

RIERSEEIRE
S Ad F Application Security Manager™
iControl®REST API £ 2 FIME UX LL 1 B .

(ASM™) 3 Web $IUHLAC & W&, =] LU A
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iControl REST #fJ& £ 2 /145 CONFI i H 55 m H B E . WA REFH U (TMUD S
B Web JUHCEE, WA SRR EAF S EARBNEE. 7/ sessionTransactionsAnomaly
B VR LG BE U0 G R TR Z A A

JE HiR

maximumSessionTransactionsPerSecond TE%‘QD%ﬁ%lﬁﬁgg%ﬁgg?ﬁﬁ?ﬁtﬁﬁy UlU
ROl EM B . BRIME N 400.

minimumSessionsTransactionsPerSecond | #8 € MR NIEFE LS HE TR TS EH, 7
HIE BRI 218 F 55 sk BE R 215 F 55,
MR GHRREA BT . R 2R 580N
TAZAE, BT SIGIME (il 955 2 — Bk Bl 2
WMER SRR, REEASKREM NI
ERIME Y 200,

preventionDuration FRETE R Gkl 2545 LB 5 RGPH b2
W$MH®kﬁ(uﬂﬁ$u>,%#%%&$ﬂ
KB B 450 . 1Z AR Grilad BE 1E i SR KB 1R
dro BRIMEN 1800.

sessionTransactionsPerSecondIncreaseRate frr IHEﬁD %%1%'43 Eﬁ%%ﬁ [ % glﬂ."—ﬁﬁ’ tk, )HU/%
SRR BEM AR T B RIRE E— /N A
WG BN 22 G P35 58 G . BRIME R 500,

L 5% H Application Security Manager™ (ASMT™) %538 Web $UEUAC B ¥ &, ) w] LUE
iControl®REST API # R A X sL % & .

iControl®REST A T H T-IC & Bot Detection BB EM: . WREAREFE Ul (TMUD
fii & Web U &, MILARHBRERSGEARRIRE. T8 botDetection iR I T JF X 4L
AR

JB Eiiipa

rapidSurfingMaximumDistinctPages TE%E%?}H@EFE%{)E%E%{%@?%%Z%, ﬂu?’fj"ﬁ‘
SE VIR 1) A RRIET — DT B R BRIME N 120

rapidSurfingMaximumChangedPages TE%E%?}EJ%EF‘ Ui YR AL N i a8 2 BT TR & ] V\]
A DU AN [] 52 1 ) 2

checkEventsSequenceEnforcement BRRG AT PATEM T A mE . B RE
AT DI T R B B sl e AAGL I AN R U e 371 ) <A
IR SR OR 3 Web N A e e 32 4 - R i R B
AR B AR R, Oy T Bk RR, B A

ASwal =11 F e S
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Property Description

rapidSurfingMaximumTimeDuration Fit 7 Rl 3 — A4 T BRI — YK A/ R 1) T FIT G 1
KA, DUERGMEENLES N CERIZI. 3L
{4 30,

blockingPeriod TRE RGUAN AL RTERE, R 2 e Hng AL TRLE

B, UBHIETRSR . ARG B PR ) B A ARSI 214 2%
(K% P, B “RTIE] Web IER 7w, It
bh, RGN EIXEE R PIEAT Web I %) i
RIE M E T IRE TR EUR,  RGUR BTG SR (]
Be. BRIME Y 500,

graceThreshold i RGUE SR & i A2 75 9 NS 2 11 B
KitRE. Rathizihe s, BorRiE bk Eis
Ko BUEMESE 100, — B I e %8 S A
M, ROV 2 AR 1 B 1R 0 v HA K &%
TORMUANE R WS R G T PR 18] B A A A 2]
BRI RGO R AR R A 2
Web Scraping” 3E#, B 332k 21 BH 1k i [a] B g B
¥ € HE R EL

safelntervalThreshold B RBWNLAENERE . RGeS R A2 B
N SCREIR Pt AL, TRIAS AR X 23 R DAt
A7 Web UER . 25 7 o K 1 R SR B0 2% B P g e 10
)G, REHEPEGERIRARE. BUAE N 2000.

R IARERE

R A# H Application Security Manager™ (ASM™) 7 HE Web $THC &, AT L H
iControl®REST APl i R AME X L ¥ .

iControl®REST Kt J& PE A 145 CONFI X iEfT S H i E .  WERE/ERERH” Ul (TMUD i
BT R EwE, MR BT & B AR E. T4 8 sessionOpeningAnomaly
WL BN G TR

JE A iR

minimumSessionsOpenedPerSecond RE WRIT I 2 TS T oo T dcE, JF
HEDRDITIF 2 ERE I — A 80k B8 1T T
I IE8L W ARSREREM NS o WEREERAT
T2 EBUNT IR, MARGA KR EM
RIMTA BURERD FT T (0 2 0 B 0 — Uik 3 & 04T
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Property

Description

checkSessionOpeningAnomaly

RN R G RE 1P bR 14T T R A
A IRAEL -

clientSideIntegrityDefense

TR7n R G0 IE L A I E 1 1P Mtk r) AN B (0 2 1
R A i% JavaScript T, I A SRR N R A E 2
F it A A AR I AR AEVE AR . BRIE DN false.

ratelLimiting

Fa7R 2 Ge 2 E I DA BT 1P ki [ BB ) 21
TR K 1% JavaScript Ui, I A SERRI B R A 8 2%
Ft VAN AR R AR A . BRAERN

maximumSessionsOpenedPerSecond

R WA I I 2SS T8Ok T sl ,
ARG A Bl . BOAEN 50,

dropIpAddressesWithBadReputation

BN RGBS AR RGEH) 1P L5280 e R 5
EEM P AR HIE R RAER R, A
RAGE TG 1P bk 2 2 I AR H] . BRME N

2

sessionsOpenedPerSecondIncreaseRate

e W BT SR N AR, W RS0
WREMRNEE. BRIMEN 500.

preventionDuration

8 ETE RGN B 45 1E W 5 RGP IR 216 4T
SE BRI E (AL, BRAERGR
FHS B M 25 9. BRIAME Y 1800.

LT RERE
L 544 ] Application Security Manager™ (ASM™) 3 Web JTEL &, 7] DL A

100

iControl®REST API ¥ ZAMEHUX Lk B .

iControl REST AJF |/ I TICE i FFBE R B ENE.  WIRETLE Traffi Management Ul
(TMUD TFECE SRR E, WA R ETF S BB RE. 757
sessionOpeningThresholds 7 15 &5 5 % % 19 TR % 7 -

JB

Eiiipa

checkFingerprintResets

FR7R RG0S 4 A8 SURKEI Cookie MM FRFA:.  §8
SUBB RN A A ME— e sl R RG2S
L VE A% B P LR ) Y AR IS e Ay . BRNER
false,

openingPersistentStorageResetsDuration

TRE R GUAE T 5E 1 R W TS ety B PT B )
AREERZ AT, RGN 2 HUE ) cookie M
A A R (AR AL
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J

iR

gpeningPersistentStorageTnaonsistencyEventVasdimam

54 58 R G Z0URS I LA 52 I 45 IR AT o 1) e B AR
BRSO . TR A 3.

preventionDuration

Y8 EAE RGN B H 45 1 5 RS H 121G+ T I
BE S R A (AR, FRIER G
BRI B M 45 . % R guilid a4k B Wb &
Fui SRRy IE it . RS T A7l A St vl
A3 (1 HE ANEAT g I E— AR S SR IR B &
. BRINEN 1800,

checkStorageInconsistency

FR7R R G0 15 B R AR A e B v b A 11
HR. BUAME N false.

checkStorageResets

RN R G0 1518 FF AME A BRI SR cookie i
BReEfE, BRINE N false.

openingPersistentStorageResetsMaximum

¥ SEAE R G W oy Web PB4 34 FHL 1 AT 5 11
AEVEIE R /T, ARG AL S 5 B 18] B Py A4S 21
] Cookie fiHl & 44 I

fingerprintResetsTimeWindow

55 R GUERAE T K Web I o L IE T SE R
ARFAE R AT, ARG AU IR E H 1 cookie M
FRFFROI RS (BURP L) o BROAEN
600,

cpeningPersistentStoragenomsistencylventsDuration

18 78 R GEH T BUili A Web HIUHCSCd: 2 7 2 250G
I 5 A PR AR RO TR RE AR N AL
ERINE Y 600

fingerprintResetsThreshold

TRIELE R GLIA E 1 K9 Web TR I IR B L 7T S8 AR
TEVERZAT, ARGUAAESR E 1IN 8] B G 21 )
Cookie k= 1 (¥ Kl i

R A# H Application Security Manager™ (ASM™) 7 HE Web $THC &, AT LA H

iControl®REST API ¥ ZAMEHUX L B .

iControl REST ¥ JEEA A BRI Z P MK E . MREAECREEH” Ul (TMUD L E i 5%
P E, WA R ST SRR E . 7455 suspiciousClients AriR B X B 1 TH 2 bk

=
AR

JE A

iR

detectBrowsersWithScrapingExtensions

RN R G0 B2 WA I Web JUERGEA, BL
e T R P um A AT 6% P . BRIAME A
false.
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B iR

scrapingExtensions e — AR Web IURY . W RS
SER PRl EE, e IE SR IR ok B i S

preventionDuration RE RGME R P i 5E)5, REH1ER b K H
TR A (IR A« BRINE D 300,

iControl REST Web JEH#E

iControl®REST 37 Application Security Manager™ (ASM™) Web $E i & 1) 7] 4 FE 1
iControl REST #2424t | — AN SCRFE B SO R i sl ME N — B UE, Web USRS HF
GET i# 3R LI Z 41T A Web ST B, PLK PATCH iR LMB BRI R TE.  PATCH J5ik o vrks
BRI RN AER AR, KERER R FHER S E T ENE, AL AT,

RMTCRIZE

102

iControl®REST JH L R VIR = RI® R St Web HIUL 5 B K 3 ¥ Application Security Manager™
(ASM™) Tjjfig. f&70] LIf# ] iControl REST API I\ EZA Rl ARG iR % E .
BRI B, 1518 GET iR/ tm / asm / policies / <MDHASH> /¥ £ JIUH St 25

GET https://192.168.25.42/mgmt/tm/asm/policies/<MDHASH>/web-scraping

iControl REST £ 2 A i = 15 01 Web FIUEL 3

"suspiciousClients":{ "detectBrowsersWithScrapin

by

gExtensions":false, "preventionDuration":
300, "scrapingExtensions":[]

"sessionOpeningThresholds":{ "checkFingerprintRes

by

ets":true, "checkStoragelInconsistency":true,
"checkStorageResets" :true,

"openingPersistentStorageResetsDuration": 707,
"openingPersistentStorageResetsMaximum": 77,
"fingerprintResetsTimeWindow": 607,
"openingPersistentStorageInconsistencyEventsMaximum": 7,
"persistentStorageMaxPreventionDuration": 1807,

"openingPersistentStoragelnconsistencyEventsDuration": 677,
"fingerprintResetsThreshold": 17

"sessionOpeningAnomaly":{ "minimumSessionsOpe

nedPerSeconds": 22,
"checkSessionOpeningAnomaly":true,
"PreventionDuration": 1802,
"clientSideIntegrityDefense":true,
"rateLimiting":true,
"maximumSessionsOpenedPerSeconds": 52,
"dropIpAddressesWithBadIpReputation":true,




iContmI® REST API User Guide

"sessionsOpenedPerSecondsIncressRate": 502

}y

"botDetection":{ "rapidSurfingMaximumDistin
ctPages": 301,
"rapidSurfingMaximumChangedPages": 1201,
"checkEventSequenceEnforcement":true,
"rapidSurfingMaximumTimeDuration": 311,
"unsafelntervalTreshold": 10011,
"graceTreshold": 1001,
"safeIntervalTreshold": 20001

}r

"sessionTransactionsAnomaly":{ "maximumSession
TransactionsPerSecond": 403,

"minimumSessionTransactionsPerSecond": 203,
"maximumTransactionPreventionDuration": 1803,
"sessionTransactionsPerSecondIncreaseRate": 503

}y

"webScrapingConfiguration":{ "alarmOnBotDete
ction":true,
"blockOnSessionTransactionAnomaly":false,
"alarmOnSessionOpeningAnomaly" :true,
"alarmOnSuspiciousClients":true,
"alarmOnSessionTransactionAnomaly":true,
"blockOnBotDetection":false,
"blockOnSessionOpeningAnomaly":false,
"usePersistentStorage":true,
"useFingerprint":true,
"blockOnSuspiciousClients":true,
"persistentDataValidityPeriod": 126

by
"sel fLink" : "https: //localhost /mgmt/tny/asm/pol icies/xpdo0lmYOtgfvl 3j1khKeA /welb—-scraping?ver=12.0.0",

"kind":"tm:asm:policies:web-scraping-settings:web-scraping-settingsstate"

B web JEHKE

iControl®REST il 5 X = Rl ®@ R4 1) Web HIUHL % & 1918 2ok L FF Application Security
Manager™ (ASM™) Ifjfi¢. #&n] Lif# H iControl REST API B MWE AN BRI RS H B E .

BB G55 7 SRR R @ 1%, & [H)/ tm / asm / policies / <MDHASH> / web-
scraping i 1 &t PATCH 3K, 7E JSON 1E3CHT, fi e BB i AR R T sk ot s 48
ETTRMEEE .. EERSIEESRERNZNRE, EEREN RPN EE, LoE

oK.

PATCH https://192.168.25.42/mgmt/tm/asm/policies/<MDHASH>/web-scraping
{
"sessionTransactionsAnomaly": { "preventionDuration": 2400 }

}

JSON IESC At Z A & — AT R A A T 5, 482
sessionTransactionsAnomaly .
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FARPRE

104

W HEAE Application Security Manager™ (ASM™) {i ] Policy Builder Zhfg, Wt &
WAZAE JSON IESCh— R 7R, BAMR. GET 13K .

JE HiR
id 6 5E 5 ME— bR IR AT
creationDatetime R S V) RSN [R] 9 7€ D H 39 1A

lastOccurrenceDatetime

€ LRI BC B KA A R 18] o

status eI IR . TRERMEAN: 5B, B
B, A EK
BB, S AE GARA N H bR ek i F &
GhrE (NFEH) , FFSEIAE entityChanges 7B
g E I T M.

alwaysManual Tt LA RMER AT 2= @ N
true, N7KZA S H 35 21 @31

comment R R TP 3R

isRead R P E RS (/RE .

score BT R28 RIMEBMEHIRS], ZR5] LN
HITREE

triggerType fREEWARA . FTREMME N R AR BRI AL

.

violationReference

IR A R SRR, TR E il B AR
BEIRPEAS R T o

entityChanges RIS A, WIS BN TSk

Y entityReference [ 5 24
entityKind BEBVUTEMENY, WEEARLFER,
entityName R H LB A FR. SLEEAZLFTFR.
action R H R RIE. TIREMIMEN: delete, add-

or-update, update-append 5§, update-remove. JHAEA
ST

entity, entityReference

Un AR FRAFAESEAR, X RIS IS s &
W, $8E ZOIEE SR I EAR{E

parentEntityReference

F5 8 X 5 38 AR L ) S S SR R 51 T

occurrenceCount

T8 € iR LT SR HL
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Property Description

trustedIpCount TEfR B WA ZEER s R b, BE AN FER%
Fr 1P sk B .

untrustedIpCount Fa 2 b R B E— 2 P i 1P sk E (INE
SRR P AR .

trustedSessionCount i i 2 AR WK E SZASAT 1P Hubk A R % P
SRR

untrustedSessionCount R AR i Rk E R (T
IP Ml .

sampleRequests FRE K H & 1P bk A2 1& ARG R ARG
KIS

description 6 5 B S 1) B S A

refinement, refinementReference Fi 8 2B R AT I ) A U5 R 4 A BUGR T AS 2
BN .

signatureReference R BB 405 1, mTUAERI S — A %R
AR, WA DA A ARG AT, st
24

metachar ?E%Xﬂﬁ—?ﬁ:m g1 H, EIL)YEEN%*/I‘N%E‘J%
R, WA MESUTT AL, Bl R4/ 4 5 .

averageViolationRating BEEWF FHEMER CGnEiER) .

violationRatingCounts Tﬁﬁﬁlﬁj{mﬁfﬂ%ﬁﬁo

XF1£ iControl REST H{§i[ Policy Builder

Application Security Manager™ (ASM™) %4> S B&IE T AR N Gt — 25 ) A SR B AL 2 AROAE L3k 4712
B Unifi 2% 2] R SR AL) 2 SRR 22 4 SR (1) T2 A E B B . AE A B0, S8mT DA
iControl®REST API £ Z HElg 14 2 43l WS SO @ o AT DAPIAT IR A R0 45 4 7 B3 A %
FVCHATHEY, BEA RN E 2 VEM(E Bl A E A @ WM TEME S iControl REST 7£/
suggestions iﬁﬁ w E S =M5%E: GET, DELETE 1 PATCH. [ 73RBS B H#IES K GET i
K2 4b, REIb A Hofth 5 P

R AN DA SO PRSI IIvE e B @ i brid . & r A HTTP PATCH J57%
KABHOIRAS, VR B isRead J@ 1. AFE L —A), WG Bk 8 v f) HoAt )@ 4, iControl
REST % ZH& i K P O ARLL @ 1 . A R RIS M 28X BRI, 1S5 S ) T % F i,

HRERAERBELZER, E2 0 = Fl@Application Security Manager (ASM) 12.0 3044,

P FRERREE R EREIN

mal LB & Y GET i 3K k46 % 4 > Application Security Manager™ (ASM™) SEH& (K E . 2R
»)\rﬁrﬁi? ASM Fr 2 i 500 1S4
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106

BRYRA R ASM SEIG HIEEIL, 175 )/ suggestions 3 55 & H GET 53R LASREURF € 19 ASM Sl

GET https://192.168.25.42/mgmt/tm/asm/policies/<MD5HASH>/suggestions

A 45 H abed1234 SR S (R MDSHASH (. SEBR(¥) MD5 IS8T L N 74+F
Hi: d57fb462a2364e494ed824d523achfed.

Wi 7 o L5 fi %2 1000 A SEAAR BB L

"selfLink":"https://localhost/mgmt/tm/asm/policies/abcdl234/suggestions",

"kind":"tm:asm:policies:suggestions:suggestioncollectionstate",
"items": [
{
"id":"123456",

"selfLink":"https://localhost/mgmt/tm/asm/policies/abcdl234/suggestions/123456"
"kind":"tm:asm:policies:suggestions:suggestionstate",

"creationDatetime":"2013-11-21T22:01:212",
"lastOccurrenceDatetime":"2013-12-10T21:01:212",

"status":"active",
"alwaysManual":false,
"comment":"",

"isRead":false,

"score":76,
"occurrenceCount":378,
"trustedClientIpCount":0,
"trustedSessionCount":0,
"untrustedClientIpCount":4,
"untrustedSessionCount":3,
"triggerType":"violation",
"violationReference": {

"link":"https://localhost/mgmt/tm/asm/violations/ufg0smEkZrpmkoDHEfSPGAQ"
}y
"parentEntityReference":{ "link":"htt
ps://localhost/....... "
}
"entityReference":{ "link":
"https://localhost/....... "

by

"entity":{ "kind":"tm:asm:policies:urls:param

eterstate”, "name":"foo",
"level":"url",
"url": {

"name":"/foo.php",
"protocol":"http",

}

}y

"entityChanges":{ "signat
ureOverrides": [

{

"signatureReference": {
"link":"https://localhost/mgmt/tm/asm/signatures/N64gk aRPRtaPA4Mt50 LQ"
1

"enabled":false,

by
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"requestReferences": [

{

"link":"https://localhost/mgmt/tm/asm/events/requests/123000"
}
{

"link":"https://localhost/mgmt/tm/asm/events/requests/123001"
}o
{

"link":"https://localhost/mgmt/tm/asm/events/requests/123002"
}y
{

"link":"https://localhost/mgmt/tm/asm/events/requests/123003"
bo
{

"link":"https://localhost/mgmt/tm/asm/events/requests/123004"
b
{

"link":"https://localhost/mgmt/tm/asm/events/requests/123005"
by
{

"link":"https://localhost/mgmt/tm/asm/events/requests/123006"
bo

1,

(EPLRIBIIEEREIN

] LB & H PATCH i R kA& 2%t Application Security Manager™ (ASMT™) S50 ) & 1%
ASM FR&I T AT DL 5 SR AL 2 5 T8 17

BUEIA o< ASM Sl I, 117/ suggestions / <id>& Hi PATCH i3k
FF5E ASM SRIE AL, . ATRBIEIR S TE O 2887

PATCH https://192.168.25.42/mgmt/tm/asm/policies/<MD5HASH>/suggestions/465768

{

"status": "ignored"

}

MDS Hi 75 & — Pl L DI G A bR . SEBRIR) MDS e s (ER LT PR 745 5 -
d57fb462a2364e494ed824d523achfcd.
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%TF Device ID

WAARRTE (B ID) BRI S i N AR P AN E B AR/ R A . A7 e 0075 B H AU N
T IR S5 2R & i B FHAR . FIF 4% 1D ¥ Application Security Manager™ (ASM™)
ThEe s R 55, SRS G H R .

(ERESURRIR S

SR 4# F Application Security Manager™ (ASM™) EH % 1D & &, Wa] LA A

iControl®REST API ¥ R AME HUX LL B .

Application Security Manager (ASM) SZHFE TR SR & FF A TR T A M BCE B 1. A/
mgmt / tm / security / dos / profile /[ FH A5 ¢ 3 55 o

JE

g

deviceldClientSideDefense

TR SR A CS Bl 1D TSR .

deviceldCaptchaChallenge

o R IR H CAPTCHA i 11 % 1D ik
AT -

deviceldRateLimiting

R A T HA TR A% 1D BEAT 221 .

deviceldRequestBlockingMode

£ deviceld RateLimiting i 45 52 2R 15 1t I NE K R
il g s N

deviceldMaximumTps

TRERNBHE ID MHRK TPS, LAgLER%E.

deviceldMinimumTps

18 EFNE ID KI5/ TPS.

deviceldTpsincreaseRate

FRERAN B 1D SHEMSE RGN 73t

Application Security Manager (ASM) SCHFHEHFRSORM & IF A TR P FIH I B g .
/ mgmt / tm / asm / policies / <MD5HASH> / brute-force-attack-preventions % /. .

B iR
alarm B RILEN, BAEEE . BRICN true.
block FeR A HIRIESR, M true 58 false.  BRIAA true.

bruteForceProtectionForAllLoginPages

FEoR X P S TR B i, R e . ZJE Mk
ST T BN I R H - BRILN false.

useDeviceld

BreREETIEE ID 2o ESR. 2R
AN false.

loginAttemptsFromTheSameClient

8 € AL AT A S SR 2. BOAN 5o
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JB

iR

preventionDuration

M= MR E —AME, IR E R IER I
BT IR ) (DO B, skt E TR IR
i 1 e

measurementPeriod

TR e BRI A B, DDA, BRIAY
1.

id

Rbn IR E N T4

reEnableLoginAfter

F 5 T P8 SR i B AR A A I 1) 1]
(LI HAL) « BRIVEDY 600.

urlReference

¥ URL 5] H.

detectionCriteria

g far il 55445 7€y ISON X R, |
failLoginAttemptsincreasePercent,
failedLoginAttemptsRateReached F/l
minimumFailedLoginAttempts 1. A (4
REEH, 7 AIERINY 500, 100, 20.

preventionPolicy

FE TR SRmS FE € 9 JISON X%, |
sourcelpBasedClientSidelntegrityDefense,
sourcelpBasedRateLimiting,
urlBasedClientSidelntegrityDefense Fll
urlBasedRateLimiting 1% . FrEEH&Am/R{E, 7]
PLAE true BY false. 7 7RI false, true, false Fll
true.

suspiciousCriteria

BRI BESC M E N JISON X R, H
failedLoginAtttemptsincreasePercent Al
failedLoginAttemptsRateReached 41 . Fia 1l #} &
BH. B2 500 1 20,

FE URL 58177 1%

I 544 ] Application Security Manager™ (ASM™) ZHIAEAS URL fOYFEA o J7ik51 2%,

7] LA FH iControl®REST APl & AR L4 B .

Application Security Manager (ASM) SZHF—HMpLHI, ZAHLHE LA URL I o VF A SR 1) 7 72

IR, IFAIFRB I R E R

/ mgmt /tm / asm / policies / <MD5HASH> / URL ¥ 55

Bt

HiR

methodsOverrideOnUrICheck

fenem R, f2 true it 2

fiz. BRILK false.

methodOverrides

PL JSON #3Ute e s e Xt $edl. %1 allowed J&
%, BRI true.  BEAZ0N method J& 1418 € —
8.

(EFIEAA ST AN HE

W44 FH Application Security Manager™ (ASM™) 5825 &1, AT LL{EF iControl®REST

API S R AMEHOX S E .
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Application Security Manager (ASM) SCHHE HFRSURI 21l B ANLE], HAFFR T HIH I EE

.
/ mgmt / tm / asm / policies / <MDSHASH> /4> 1 i i3 5.
=1¢3 i‘fﬁﬁ
checkDeviceldThreshold TBrREREHEL IDVEHE, A true 8L iR,
deviceldThreshold ¥ 5 ja A ¥4 1D R B i AN 4% 1D YE A 4]
.
SiEEhISTREL
W 4434 FH] Application Security Manager™ (ASMT™) SR HL g ¥ &, I a] LA
iControl®REST API A% 2 A UX L B .
Application Security Manager™ (ASM™) i i A REN %5 /- 3 1 2% 43 B ME — BAR IR AR IR 23 15 )
o B 4ESiE 4 IDEE, ASM AT LARIE ik 2 & O shfr.  {EH/ mgmt/tm /asm/
policies / <MDSHASH> /2> PR i i 55,
B iR
esoTledgConfi ek oS- OB Davicad. | 4575 2 73l i SRS 7E ASM RS F T S UE BRI
*XTF WebSockets
WebSocket s 7E HTTP 821 1 ST e X T8 7 it AR 55 2 1] R X0 ) 42 X0 T35 1l TE .
WebSocket i #2218 i A& 2% 1 4 (8 websocket f) T2 Sk WA B HTTP i R B 5. 1ENETH—#F
ﬁj\
TR P i AR S5 4 2 1], RS 48 0% 101 A2 bl A/ Ama i, - Application Security Manager™
(ASM™) 7 WebSocket 4= 5%, 1A confi J& MM . WebSocket FIREYE 7] PA
7£ RFC 6455-WebSocket #ri k5,
WebSocket fipisl

Application Security Manager™ (ASM™) 374 WebSocket W3 %2 4> S i% B &

Application Security Manager™ (ASM™) SZ£F WebSocket i, FHaHRBFIHEME. A/
mgmt / tm / asm / policies / <MD5HASH> / websocket-urls ¥ £ o

B iR

id i 78 HEHE AR IRAT o

name i 7B HEWE (1) 4K

nameBase64Encoded FRR AT AT UL Base64d 15wt . BRINA false.

type M WebSocket 28 M s Hh4g e —ME, B
i G AT .

description 4 WebSocket URL #5 & i] i #ifiid

lastUpdateMicros e BT ] COARORS 3L o

learnNewEntities MMEZEEE —ME, B REUKA.
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Attribute Description
protocol F 52 K F WebSocket P M2 f1H ws B8 wss.
IsAllowed FoR AV URL A trues % FAS R A

URL, A false.

metaCharsOnWebsocketUrlCheck

B e B A URL HHIJCTERE, Xt gsl. 2R
NA false. AEH THIEBCAT URL 257,

metacharOverrides

FREM T 4R URL T3 47 B isAllowed {2 £t
AR 75 HEfIME . BRINY true AT Ox0.

performStaging

BB IEHES, N true I false.

wildcardOrder

@ BT A UL i 2 B H . BN 0
(F) .

wildcardIncludesSlash

BN TS ONIERC R VCES URL 92 ANE:, 4 true
By false.

htmI5CrossOriginRequestsEnforcement

¥ CORS B B 1R7E A JISON X G A ALY
crossDomainAllowedOrigin, —“ JSON %t 4 il
ImplementationMode J&14%. ImplementationMode #% %+ (&
@k

MR br sk, ZERIE o AT -

extension foE EAAT R T HEE. MM EBE RN, FHiksg
MIER . BRIAMHER.
checkPayload fooR R S BT EA I, N true

BUARIR -

allowTextMessage

faoRTETH BA AU R R S v B g U
YA, {XFE checkPayload Jy true I 4 & . ZRIAA

true,

allowJsonMessage

Faon T BA A & RV ISON.  AVTE
checkPayload A true i % & . ERIAA false.

allowBinaryMessage

FRORTETH BA RMAB R R B AT HHNE.  UE
checkPayload 4 true I 3£ B . ERIAA false.

plainTextProfile

Fi 7€ F5 1) WebSocket 7 2 1 46 SC AT B S
Bz, UAE allowTextMessage 4 true I % & .

jsonProfile

i 7€ #8 I1) WebSocket 4 /2. [¥) JSON Pt & SOk
. VA allowJsonMessage A true I 5 & .

binaryMessageMaxSize

K R B OR N, NS, BOAEN
10000, {V7£ allow Binary Message  true i % & .

messageFrameMaxSize

f8 7€ WebSocket HEZE[RI i KR/, BLF- 50
fir.

messageFrameMaxCount

TR O B B, s BN
100,
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112

JE

HiR

checkMessageFrameMaxSize

BB TR EME, & trueifZ false. 1R
A false, T SR VFATARIYHE S KN

checkMessageFrameMaxCount

RO EME, & true ifZ false. 1R
A false, M| AT S KN,

checkBinaryMessageMaxSize

BB RER K EE, & true il false, 1R
A false, M| AT S KN,

RFER T crossDomainAllowedOrigin X % 11 J& P .

JB A

iR

includeSubDomains

RS OE T, 0 true 58 true . BRIAH
false.

originName A4 5 R N
originPort SRR IR, R BROAH all LU SE AT

Ho

originProtocol

FRERZS, http, http / https 3K https.  ERIAA http /
https.

TEAHERT jsonProfile XT 4 i) J& M

B

i)

description

P4 8 T AR M SR I A

metacharElementCheck

= Sy

BB EICTERF, N true BUAE R .

attackSignatureCheck

R B AR, IR B R

isReferenced

RS g G E ST F, A& true ib 21K

defenseAttributes

e B i J& 4 € 9 ISON X5

sensitiveData

fe e BUBEdE, T2 parameterName #1555 .

lastUpdateMicros

8 5E EIRERT TR CEARARD 9 AT

metacharOverrides

18 52 metachar BAX (FEJ isAllowed FIE4H, A
true %, false) , LLA metachar (VBN
EDI

name

TR E AR, DI .

signatureOverrides

TREXABMN, ENEHEA, W
BT, LK signatureReference, — /N4 %,

id

FEE B E S IRRIRET, BLy AT R B

FRAFERT jsonProfile # ) defenceAttributes X 5 1 & 4

JB

iR

maximumTotalLengthOfJSONData

PABEHOE A fi 5 JISON Hidhs O 2
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JB

iR

maximumValueLength

PAREHOE 30k e (B KB

maximimsStructureDepth

PSR 30t € S5 A TR L

maximumArrayLength

LK 3 e B K

tolerateJSONParsingWarnings FEoR AL 75 20 JSON fftr 28445, fil4m
PR

plainTextProfile X} R ¥ @ L B 7E R & .

=4 iR

description DL 4 H3 T 204 8 MR SRk

metacharElementCheck RGBTSR, A true B IR,

attackSignatureCheck

TR A AR AR, W B
1.

isReferenced

e s Al E SO, A& true iB /2
1?130

defenseAttributes

K B A J P4 € 9 ISON X R

lastUpdateMicros

8 5E BRI ] CEARAD 9 A7)

metacharOverrides

1852 metachar FAX (FE isAllowed FI%4H, A
true % false) , LLAz metachar (/E Nt/
) .

name

TR E AR, LR AR

signatureOverrides

TREXABMN, B4, W
R, LK signatureReference, — /M.

id

FEE B E S RRIRET . BLy AT R B

R EIR T plainTextProfile H ) defenceAttri

butes X 5 11 &P .

Bt

HiR

maximumTotalLength

AR i e Bl K% -

maximumLineLength

TRETIIRE, NEH.

performPercentDecoding

FE7R A AT B 0 BURAS,  FEMR.

*F AX/JSON &

BT HTTP S IRIEA HTML K5 S0 2 4b, B Web B FHFE P HELLIE H AJAX F 1356
WE. B AJAX B3 06 IE 17 SR H &5 26 Bty POST 53R A1 JISON i 41 5% .  Application Security

Manager™ (ASM™) SZRF AJAX 5% TIH]
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AJAX/ISON AIE
U R 448 F Application Security Manager™ (ASM™) ! AJAX / JSON S {3 5E &, AT LAl
H iControl®REST API & & FfE X L i B
Application Security Manager™ (ASM™) AFF-ERH 5 H 1)@, HH
/ mgmt / tm / asm / policies / <MD5HASH> / login-pages URI 1 Al 5 8 5 7 T 72 5 1 B8 4%

JE iR
urlReference 65 URL %1%,
authenticationType BB R I B BRUE R AR S . RFIE R

f&: none, http-basic, ntlm, form, ajax-or-json-
request 2% http-digest. %+ AJAX/JSON, 4 ajax-
or-json-request $i & ATAIESR AL,

usernameParameterName e 5 H P &AM R JISON JTEE AR
usernameParameterNameBase64Encoded a7~ 58 B usernameParameterName
J& L Base64 il e .
passwordParameterName € 5 H P EB A HE XS B ) JSON TG & B 44 FR
passwordParameterNameBase64Encoded FR7n A2 7518 FH passwordParameterName
J& L Base64 Zmit4s & .
isReferenced B 63 LT 75 75 oA 7 9% 51 A true 8%
false.
id 8 B S UL AR R AT
accessValidation fRER AJAX 1 ISON S35k FAE JISON X S 5%

fho SEAFRBIRMERT, Hh2FA:
cookieContains, headerContains, parameterContains,
responseContains, responseHttpStatus B,
responseOmits.

5 T accessValidation % % 1 )& P

JE it

cookieContains &5 cookie LS I F R
headerContains i A& AR 1) R R
parameterContains fREQ S ATRSE TR
responseContains it i . AL A R
responseOmits FREm B AR ERFH
responseHttpStatus PAFFF R U8 e W RLRAS o
parameterContainsBase64Encoded fRRE S UL TN Base6d Fnfid .
responseContainsBase64Encoded FaRIR B 2 755 Base64 JmitfH o
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B Efiba
responseOmitsBase64Encoded FEIRIA N 2 75 AL B Base64 J i H .

Application Security Manager (ASM) & ATF | TR 41 7484 T i@ 1. A/ mgmt / tm /
asm / policies / <MD5HASH> / login-enforcement URI {1 Ay $ 5 VA4S T I Y5 (% 4% .

B it

expirationTimePeriod faonE G R B E . BRIMESL T, W%
AWENIER, SiiRAE 600 £ f51d.

authenticatedUrls BT B AR URL 4852 A%
logoutUrls 7€ requestContains fE A #7 8, urlReference £

JSON %1%, requestOmits {715k .
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5 7] SRS B 2

KT

IF) SRS LAY

Vi IS EHEE® (APM®) A aP®AGHRM %R IR NTI & 2. iControl® REST AJF [
APM (19255, LASEIUA BRI apm BEUEAT U 10 AR 1Y) B 24k .

APM BTG A 6w A T 34 Ay oA JER 00«
URI &5 ¥ S 30t B2 4 RN IR A — 2500 1)
PR R, S E R SR R I
JSON #mtid ik, T IR I F 7R
HTTP et it 5 IS B L, U@ atE. GMit. AN ETE.

MiR: URI R ES4H

116

rest & R &5 M1 JE LR IA Tl I 48— BEFR IR AT Uniform Resource Identifier(URD KA iR B .
—A URI R —A™ web BRI HR; EARIH, URIIERIR tmsh BEERIH LRS54 . 80T LL
8 web IR551E K45 E URI RO, B2 SH B bR 2 Fl@R GRC B 1) SR Le 20 R B . 78
REST 1A R45M 1R 30, KRG E & B IHFRIIE SCHE, web %517 K H iControl® REST
API KE IR, .

#ov: XfFiControl REST #7iE KB A £/ B EEIK 7 admin, —HBE T API, BLALIYREG 7
FRE iControl REST /7 8Y& /IS

XF AL BRI URL 7B, URI IR ip A2 2R e 4 (FQDN) s =®HE4—1 ip
k.

https://<management-ip>/mgmt/tm/...

£ iControl REST 1, URI 54 T4 175 3R rh i A0 35 mgmit/emy/ B 5435 £ 800 21 LLFR PRI 2 B A
. INERZ R o _ERUEFARRAT AR 2R A .

https://<management-ip>/mgmt/tm/. ..

RIDE A S RN A FE G I E, 1ZEG &8 M IControl REST H HoAth 7 Yk A% 42 1) 4k
Hro HIESGIE tmsh B TR HA)ih vl AL 2T apm &2 icontrol rest HH Y —
A~ apm &, 7E icontrol rest Ht, AT RUMEA LA URI V5 15] apm & 1 K BT 52U :

https://192.168.25.42/mgmt/tm/apm
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TP REIFR ) URLY R T IXFOTEE, e TIMEESTPITE R 7TLLEES A tmsh
TR . iControl REST 454 & — Lo & B R .

https://192.168.25.42/mgmt/tm/apm/report

LR RBIFR ) uri 82— RIE, © & 452k, 4 iControl REST W, sEifkR2— 0 IR E K
JEME, fFlhn<destAddrMax”: 2048. FIFRWTLMAS FHES . F tmsh FIiER, BHEMELST—1AE
/T/:Fo

https://192.168.25.42/mgmt/tm/apm/report/default-report

EHZH: iControl REST H X AFEN HTTPS #T &L/, BIAFA REST /AU TEEE
. (S ZFIR & B BB A E#

KTFRFEBRX

JavaScript Object Notation (JSON) 5 X T iControl® REST 44 &2 #e (k& . JSON bRtk L T
— R NSRS R, #r R T javascript WFEIE S . 5 SOAP web IRS5EH AT B AridiE &5
(XML) Z&fl, JSON ##iA T REST web A 4518 3K oF %5 1 uify IR 55 2% 2 18122 3 A B 45 44
iControl REST Ab3##% Aty JavaScript Object Notation (JSON) #% 3% R4, 78 m N rp A= Bl
JSON & . >F DELETE ¥ >R [y e 218 5 AN 45 JSON A4k

JSON HHEAEERI AL : ZARMEXT CRUEXT AE X RALFE N MA M ESIR. SRE
SHERFESO, BUHASHENTFES . JISON XSS ISR, FRH. Sy, B, fi
JRAH (true 5% false) B null. #55¢ JSON [ 215 5., 152 [ RFC 7159 JavaScript Object Notation
(JSON) i 22 #ie % X

KT QBRI

{#F HTTP POST HiAAIZE I & UE. iControl® REST CHF7ETH M SEIR A HISE (APM) F A& IR
] POST #4E. WAZIFE POST 1R A48 JSON T 44, Bif# JSON F1k N, .

KTRRER

/] HTTP GET JiEM R YR .  iControl® REST 37 HFAE T 1] SIS FE 2% (APM®) 6 R B Y Bl
TS GET #:4E. %41, iControl REST % £ Open Data Protocol (OData) $filter 5] Z £k A1 Ak,
ghRE.

KTEHF TR

{FH HTTP ¥ T 8% PUT HIEE &R, iControl® REST 4 HTTP &4MEF#HAE, UL
KIS E RS (APM®) A%, 1 B HNE R 58 B e 1)
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KT MEREIR

JEVE IR H At B EANAE . iControl REST &S F£F HTTP PUT #4F KRB H YR, &5 T K48 €

) PEAR B e T BRIMEL

i HTTP DELETE J5i2:MHBR 22 A«

iControl® REST SZFFij Ml SHSE HEZS (APM®) H il R

#:4E. iControl REST 3R [FIfH K417 3R 1Y HTTP Wi SARAS, (HAf5$E JSON 44,

HTTP M M ARG

KR HIH T iControl® REST ARE/NME KA BGHH WL HT TP i RAARAD o

e NEARAD IR [6] TiEA

200 OK i HTTP i | FRnid R B ah 58 ik

201 filz POST RN RANE T B, BInfE I iControl REST $55
Ej‘ o

M P2 ARAG IR [6] TiEA

400 #5IRAVVER | FTE HTTP J7vk | 3R U R IIE K, 01 a0 58 00 S FRAS IE A

401 KA FZHRL i HTTP 773 | $R/R IS I hitp #2803k, Bl S /b 5 il SR BT 75 1 A2
AR .

403 WAL IR i HTTP J7vk | $87 N8 BE SR (L A0 AR A8 SR i R BUFR , Bl 2%
RPAT AL SCRERHERAE, B anih BB .

404 A Z) BTl HTTP vk | BB M A FAE R R

409 H5E POST, PUT et A ER IR 2. B2l E A POST 77
ORI, I HEIRCLAAE, ICONTROL REST &
A I B

415 N | POST, PUT FeoniE R A # A IEAIK) JSON IEXC, B ml fgfs

fRIEH E T ASIERAI
P A A

o MARES 4] i

500 W EBAR S 2248 | B HTTP 3L | 487 IControl rest JEFEAST A, 5 i gk 2 i oK i Bhit o

PR

501 A S POST FR7RG S AATAE, B

AL H tmsh 53R .

KRV ) SR A% IR
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1. RPN SIS EEAE (APM) WRUE, I IALE A H GET iR
/mgmt /tm/apm.

GET https://192.168.25.42/mgmt/tm/apm

i 7 33 7~ APM 2 & R 4514

"kind":"tm:apm:apmcollectionstate",
"selfLink":"https://localhost/mgmt/tm/apm?ver=12.1.0",
"items": [
{
"reference":{ "link":"https://localhost/mgmt/tm/apm/aaa?
ver=12.1.0"
}

"reference":{ "link":"https://localhost/mgmt/tm/apm/configuration
?ver=12.1.0"

"reference":{ "link":"https://localhost/mgmt/tm/apm/epsec?
ver=12.1.0"
}

"reference":{ "link":"https://localhost/mgmt/tm/apm/ntlm?
ver=12.1.0"
}

"reference":{ "link":"https://localhost/mgmt/tm/apm/policy?
ver=12.1.0"
}

"reference":{ "link":"https://localhost/mgmt/tm/apm/profile?
ver=12.1.0"
}

"reference":{ "link":"https://localhost/mgmt/tm/apm/report?
ver=12.1.0"
}

"reference":{ "link":"https://localhost/mgmt/tm/apm/resource?
ver=12.1.0"
}

"reference":{ "link":"https://localhost/mgmt/tm/apm/saml?
ver=12.1.0"
}

"reference":{ "link":"https://localhost/mgmt/tm/apm/sso?
ver=12.1.0"
}

"reference":{ "link":"https://localhost/mgmt/tm/apm/acl?
ver=12.1.0"

}
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"reference": {
"link":"https://localhost/mgmt/tm/apm/apm-avr-config?ver=12.1.0"

"reference":{ "link":"https://localhost/mgmt/tm/apm/application?
ver=12.1.0"
}
by
{

"reference": {

"link":"https://localhost/mgmt/tm/apm/application-family?ver=12.1.0"
}
by
{
"reference": {

"link":"https://localhost/mgmt/tm/apm/application-filter?ver=12.1.0"
}
by
{
"reference": {
"link":"https://localhost/mgmt/tm/apm/log-setting?ver=12.1.0"
}

"reference": {
"link":"https://localhost/mgmt/tm/apm/risk-class?ver=12.1.0"
}

"reference":{ "link":"https://localhost/mgmt/tm/apm/session?
ver=12.1.0"
}

"reference": {
"link":"https://localhost/mgmt/tm/apm/swg-scheme?ver=12.1.0"
}

"reference": {
"link":"https://localhost/mgmt/tm/apm/url-filter?ver=12.1.0"
}

2. BRI APM RN TEE,  an/ntlm, S AR H GET 113K
/mgmt /tm/apm/ntlm.

GET https://192.168.25.42/mgmt/tm/apm/ntlm

HE) 8 & 71 /mgmt/tm/apm/ntlm i 44 2 ) o (1 %5 5
"kind":"tm:apm:ntlm:ntlmcollectionstate",
"selfLink":"https://localhost/mgmt/tm/apm/ntlm?ver=12.1.0",

"items": [

{
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"reference": {

"link":"https://localhost/mgmt/tm/apm/ntlm/machine-account?ver=12.1.0"

}
by
{

"reference":{

"link"

Vi RIS E E R L R

:"https://localhost/mgmt/tm/apm/ntlm/ntlm-auth?ver=12.1.0"

iControl® REST Sz #5 b Ab %1 (17 ) SRR S P28 (APM®) 2445 5. T in S 5 B M a4 44

2% 6] /mgmit/tm 1%

E2 9= i B

lapm/aaa BB AL S IRIEACIK (AAA) B . &l LI apm B & v dH
BFHARSS pe SRRt P SR BAIE . U7 I UR A RUR P IS Sh AT g o
APM 37 RADIUS. RSA Native SecurlD #ll Windows 75z H 3% %5

fapm/acl fEF UG M $EfIZIR (ACL) FRE AL L 4 & 0I5 17 .

/apm/apm-avr-config

W B S AR e v] AR CAVR) I3 .

apm/application

58 AT CLE I AE OBRA R “ fovF” s “BHIE” BRPERIEHIAEET Web
(IR FH R o

/apm/application-family

FRE AR RO, 0 G RV AR 31 )2 B R IR A

/apm/application-filter

658 T T T o v s REL 7 1) N R e 1) S R e e 45

/apm/configuration

58 224 Web & (SWG) HIAGAGI 1 E .

/apm/epsec

B APM LS FI % 7 i AT AR 55 4 5 i 2, 28 G 2

/apm/log-setting

Fe & APM DAL V7 r) s F 4 B d A% AT

Japm/ntlm ¥ APM BCE JVfEH NTLM. %RTLY APM G — NSk U
AN Windows I8, A I THSRATLIK 7 B 43 96 1UE 1 5K 61 2 15 4l ) 2 i A5
)22 A3l .

Japm/policy VAWIE Jad W A1

Japm/profile e B VA A L ) P A

fapm/report fid B IR T E

lapm/resource 8 % W 45 17 In] AT Web 7 7] B

/apm/risk-class

i E RS2 -

/apm/saml

NEEWEICES (SAML) HEZEACE APM, PLEIE. 1ERAZEH
B BoiE A ACEUE
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b
/i
Ir

L]

0] LUK APM Bt B AL SAML 2.0 S48 (IDP) , 5 A —4
SAML IDP PR3, ny&sh H A g (ADFS)

/apm/session

K& A FEFH 251

/apm/sso

Bt B APM LUE A 8 5% (SSO) Thfig. %Al LA SSO & X 1 44 .
SRR B IAE T EER B YE, DL Z T HTTP £ HA) SSO X4 R
LG

/apm/swg-scheme

P B %24 Web W% (SWG) 7 ZEBAIREM 7398 URL. 75 5 R VF ks
5E HHIE— R b Ry E I AL URL e g 32647 70 LAl

fapm/url-filter

K APM BCENMER URL fifiiz 8545 & B A VBB IE B9 — & 4> URL
Folo ML L R, ATLLEIEEZ A URL ffidtds. Br T ERIAR) URL if
JEARAL, AT DUMIER URL 1 B84 -

£ APM HHECE LDAP & E

B IRAE. FRAUR &A% BB SOV AE VT i) SRS 2 (APMD HiCE LDAP % & . LDAP &£
I 78 S FFR X.500 H 315 ) il (DAP) H#2E S8, iControl® REST API e ¥ fic &

LDAP k4523 Hc &

, [AABERCE LDAP 5545 I TIRE o

1. RSN LDAP K 4 H T HC B 2 A7, 517 /mgmt /mt/apm/aaa/ldap/example 3REX 5|

XF BRI L R

GET https://192.168.25.42/mgnt/tm/apm/aaa/ldap/example

AT LA H lexample %ty 55 3R HL APM #5558 1Control rest AT BRI R IR o

"kind":"tm:apm:aaa:ldap:ldapcollectionstate",
"selfLink":"https://localhost/mgmt/tm/apm/aaa/ldap/example?ver=12.1.0",

"items": [

{

"propertyDescriptions": {

"address":"",
"adminDn":"",
"adminEncryptedPas SWOrd" : mn ’
"appService":"",
"baseDn":"",

" Cleanupcache" : m ,

"deSCriptiOn" Lun ,

"groupCacheTtl WeWwm

"iSLdaps" L ,

"locationSpecific":"",

"pOOl" : nwn ,

"pOrt" B nwn ,

"schemaAttr": {
"groupMember":"",
"groupMemberValue":"",
"groupMemberOf" : nn ,
ugroupObj ectClass":"" ,
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"userMemberof":"",
"userObjectClass":""

by

llserversslprofile" H n ",
"timeout" s ,
"usePool":""
by
"address":"any6",
"adminDn":"",
"adminEncryptedPassword":"",
"appService":"",
"baSeDD" AL ,
"cleanupCache" :"none" ,
"description":"",

"groupCacheTt1l":30,
"isLdaps":"false",
"locationSpecific":"true",
"pool" : mnmn ,

"port":389,

"schemaAttr": {
"groupMember" : "member",
"groupMemberValue":"dn",
"groupMemberof": "memberOf",
"groupObjectClass":"group",
"userMemberof" : "memberOf",
"userObjectClass":"user"

}y

"serversslProfile":"",

"timeout":15,

"usePool":"enabled",

"naturalKeyPropertyNames": [
"name" ,

"partition",
"subPath"

2. i LDAP ksS4 BICE NS APM —{EHIS, 1A /mgnt /tm/apm/aaa/ldap ii. MLRFEF
application/json fi & P 75 54
POST https://192.168.25.42/mgmt/tm/apm/aaa/ldap

{

"name": "test aaa ldap",

"address": "10.1.1.1",

"adminDn": "\"CN=administrator, CN=users, DC=mydomain, DC=com\"",
"adminEncryptedPassword": "p4s8w07d",

"usePool": "disabled"

}

PR B F X G R FR B B AL — /N34 . 1 JSON IR, 425} JSON F44F Hi i i) 5] 5
O\ AT SCUMRERE 55 . W ZH LDAP R4S 28 FIE G B IE sk 5 i IR 45 %, U4 20 fsk
AT LA SR G R 28 I T3 AT

i B B — AR ARES (2000k) , FEZRIERZ L), {H iControl REST 7 1 B A1 61 28T
(EUFEih A

"kind":"tm:apm:aaa:ldap:ldapstate”,
"name":"test aaa ldap",
"fullPath":"test aaa ldap",
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"generation":30,
"selfLink":"https://localhost/mgmt/tm/apm/aaa/ldap/test aaa ldap?ver=12.1.0",

"address":"10.1.1.1",
"adminDn":"CN=Administrator, CN=Users, DC=mydomain, DC=com",
"adminEncryptedPassword" :"$MS$Ug$1XbiDrLRf00gg4zAX0pvYQ=="",
"cleanupCache":"none",
"groupCacheTt1l":30,
"isLdaps":"false",
"locationSpecific":"true",
"port":389,
"schemaAttr":{ "groupMember":"
member",
"groupMemberValue":"dn",
"groupMemberof": "memberOf",
"groupObjectClass":"group",
"userMemberof": "memberOf",
"userObjectClass":"user"

b
"timeout":15,
"usePool":"disabled"

3. EMIKR LDAP WE, iHAHMIBRIER, M E—FaE LDAP IR 44K (test aaa-
Idap)

DELETE https://192.168.25.42/mgmt/tm/apm/aaa/ldap/test aaa ldap

iControl REST MB& %5 I HTTP Wi REgEAT W N o i B ASELHE JSON FE 44K

FEAGI, EECE T LDAP RS 4 IXE . M reference X RAE i /5, 4R € —/NAJE LG
—NHTH) LDAP [l g5 &5 . EE B LDAP IR a8 )n, JHRL 4R E BT A PRI R IR 55 4% -

£ APM HEIE H E LR

EFI®RGR b, AT LUESREAE URL ¥ P A BRI 4E, BiE X URL RAHIAIRERS . i
1A %4 web W2 (SWG) T, W] LAAIEE F 2 X URL ZKA1RY & URL $0di 2. an RIEEH
SWG T, AR AILLANZE H & X URL 285, {# ] iControl® REST API, #&AJ DL HE Py 25 i F2
B H E L URL 28901, 285 H & SR N3] URL Jiiik &3 .

1. EANEEE A, T Fsysiurl dbfurl S5 2445 fUH GET 163K A F A KA E A2 I AFES,
PSS SR VR FH LS o

GET https://192.168.25.42/mgmt/tm/sys/url-db/url-category

"kind":"tm:sys:url-db:url-category:url-categorycollectionstate",
"selfLink":"https://localhost/mgmt/tm/sys/url-db/url-category?ver=12.1.0",

"items": [
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126

"kind":"tm:sys:url-db:url-category:url-categorystate",
"name" :"Entertainment",

"partition":"Common",
"fullPath":"/Common/Entertainment",

"generation":1,

"selfLink": "https://localhost/mgmt/tm/sys/url-db/url-category/~Camon~Entertainment ?ver=12.1.0",

by

"catNumber":10,

"defaultAction":"allow",

"description":"Sites with information about entertainment.",
"displayName":"Entertainment",

"isCustom":"false",

"isRecategory":"false",

"parentCatNumber":0,

"severityLevel":0

(Truncated for readability)

{

"selfLink":

"kind":"tm:sys:url-db:url-category:url-categorystate",
"name" :"Business",

"partition":"Common",

"fullPath":"/Common/Business",

"generation":1,

"https://localhost/mgmt/tm/sys/url-db/url-category/~Common~Business?ver=12.1.0",

"catNumber":1902,
"defaultAction":"block",
"displayName":"Business",
"isCustom":"true",
"isRecategory":"false",
"parentCatNumber":0,
"severityLevel":O0,
"urls": [

{
"name":"http://www.example.com/*",
"type":"glob-match"

}y

{

"name" :"http://www.example.com/?/",
"type":"exact-match"

2. fERAE HESCHAMAEZ G, QI HE SR 5HAMAPM =Gl —FE, WA BE B 5

HIRBIZRoR, TR lexample S s BN 2] b — i) URL.

POST https://192.168.25.42/mgmt/tm/sys/url-db/url-category

{

"displayName": "my-custom-category",
"defaultAction": "block",
"urls": [ ]


http://www.example.com/

IControl®rest API Fi #5855

3. B EE SRR INEIURL ik ss, 1 mAm/apm/iurl ik #s & H POST 3K .

POST https://192.168.25.42/mgmt/tm/apm/url-filter

{
"name": "my-url-filter",
"allowedCategories": "my-custom-category"

}

5{T47] iControl REST 3K —#, i v B i >R il 45

FEARRF, AR T A EE X URL I, IFRZ B E R INE] URL ik 25 .

£ APM HEHEA P &1

Ji o] SR H 2 (APM) i HSIEFRIRAF (&% ID) EREEH P21k, X4~ APM F 7 ia{E B
S B TR P e 1E A R B IControl®rest iRk . MR A RN IEISE ID. S
IR AL P HiE . (ARSI 3, A PAR g &4 SR Y iControl REST i 3k LA
BRERE 21

1. EEE APM S ETH 21, & A/mgmtAm/apm/access info & H GET 153K .

GET https://192.168.25.42/mgmt/tm/apm/access-info

M NAT RN LEIVASE YN &/

{
"apiRawValues":
{ "apiAnonymous":
{
"apm: :access—-info" "914c727f (login user=userl) client (IP=10.20.36.2)"
.. (Truncated for readability)
"kind": "tm:apm:access-info:access-infostats",
"selfLink": "https://localhost/mgmt/tm/apm/access-info?ver=12.1.0"
)

2. BEEREM 445, 1% R mgmt/tm/apm/access-info & H GET &R, S & 348 A I 254
SR EH 4

GET https://192.168.25.42/mgmt/tm/apm/access-info?ver=12.0.0&options=apm-user

PLRBIRI 720, R mT LR 2 — A 1P Hbhk, DIREUEE 2 1P HubE T G RI5IR .. FH SR
BRI E A S5 GETD .
3. EHBRSE, WERHEMERER, FRREAR R SR IS TEAR R B 0] /mgmt/tm/apm/session i £ o

DELETE https://192.168.25.42/mgmt/tm/apm/session/914c727f
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i 7] SR A TS

SESC R TG B . P AU R R . AR SR AR, R R
200 OK.

FEARMRIF, a1\ APM & H T —A iControl REST 3K, LIRIUTA P ilfsg, IR T —
A B IR SR UM 5E 2 1

FiH OAuth 4-j#

YT HTE OAuth A FRfl, 1EUWIIE = RI®A S LR E V7 M RIS EEAE (APM) , LA7e H#AUR
%28 (AS) ERAMHRALET (4 Facebook BY Google) %/ ¥, 1H8AE = FI@V] ] HEHE & FE 25 @
A B D T S I0IEAT B S B SR, A 13.0 $5

WRFETA OAuth A I E B, Al A HEAASIE . AT K8 1P R4 FCE 4L
RS2 (AS) , 1] AS K H GET #5:K.
A S RREREE, &k GET iR,

Wi 6, 5 5 T8 2 A AN R S v o AR DA R V7 SR P HH SRSB4 R FIT 75 1Y oauthiid
FZ LD &

GET https://192.168.25.42/mgmt/tm/apm/ocauth/token-details

FEAGI R, SR A He e BT AT & R

FREL OAuth 4B T3
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YT ATE OAuth 2R, EUWIITE = RI@A S LELE Uy M SIS ELEE (APMD |, DA7e “MBAUIR
225 (AS) ERAMHRALET (i Facebook B Google) %/ 3. 1MAE = FI@V] ] HEIG & FE 25 @
FHHER 0 B IR AT B S B S, AR 13.0 15

VRO B BRI 1R AR 55 1 — & 20 G RT RE 7 22 &0 OAuth A u%’fsﬂiﬂﬂ)j AR T
o RIEIEFMIME, HSERA BN 2SRRI 10, BnT DL N AR 44
PR W PTA 2 W TH R R T 4

1. EERASEHE, KHGET K.

GET https://192.168.25.42/mgmt/tm/apm/oauth/token-details/stats?ver=13.0

Mo N EL S json A, LT DL Rt

"apiRawValues" : { "apiAnonymous" : "Total tokens : 7\n" },
"kind" : "tm:apm:oauth:token-details:token-detailscollectionstats",
"selfLink"

"https://localhost/mgmt/tm/apm/cauth/token-details/stats?ver=12.1.0"
}
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2. EEMSNHREF KK S, HRIHGET K.

GET
https://192.168.25.42/mgmt/tm/apm/ocauth/token—details/stats?ver=13.0&options="app-name",
"application name"

FEUTR B LD G5 ) RBEHREF AR, ARG P BoR 778 .

F L FHFE PP v 500 KA 2 JSON 2%, BT LA R :

{

"apiRawValues" : { "apiAnonymous" : "Total tokens : 5\n" },
"kind" : "tm:apm:oauth:token-details:token-detailscollectionstats",
"selfLink" :

"https://localhost/mgmt/tm/apm/cauth/token-details/stats?ver=12.1.0"
}

FEAGI R, SETER T Bl T SRR ARJETESR TR E NIRRT R TR

B4 OAuth 4R

XHF AT OAuth 4 JRpl, A~ FI®A S L E UF H SRS & F2E (APM) , DAFE MIEBUR
%% (AS) EUAMEBIRMERT (4N Facebook B¢ Google) %5/ 3. 1HAE = Rl@V i S0 & H 5@
FRREIR R S BOAIE AR B S, R 13.0 381 .

IR F RS OAuth A8, 15 REST SALHHREE . X TESR RS Ft B R AURSS 8%
(AS) , [a] AS K Hi POST iER.

FHEH R, ) POST 5K, OAuth ID A ML ID J& ik mT AFE RETEAN(E 251K (k4%
B, EXPINEEARE FATHE, WAHE ISON IESCH 5] SHER R

POST https://192.168.25.42/mgmt/tm/apm/oauth/token-details

"command" : "revoke",

"name" : "<oauthid>",

"client-id" : "<clientid>",
"db-instance" : "<database name>"

FEARBF, R3] s B B e R B IR AR I A R IR
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API ZE A 5 1]

REST API 4y B HA 50

REST API A= iy JAl BASK IS 1A 7 — P38 REST 424 A1 tmsh TR0 B sk F a7k . A dn A3
EIRELAE T LAS R BRI R P, T REST AP A= iy & ISR 15 2 HR AL 56 T B IR & 1 1)
HRGE, XEFREABERTREZHM . SR, E EEESEIK. BARHSE R
FH R A T REAE B, (R T SRV AR, DAR A B, e AR A . A
L2 U5 B8 M T I H AR AN Sl il A B R, T AN R B P o s R
AT H br 2 ST B UR A 2 B T AR

API B i B SIS 5l NOIRZSE, BRUE N TOIRA . NO_STATUS H R M A ff e B IHs B, I
H REST A2t skiX Se % 5 (14 A 0 . REST R s 5 8 B IR 288 VT BC i) 5 RN g 2 () A
L. XTI AR IR, H 2 X REST 3k (X-YK-Api-Status) f57/~ L FEZ—:

JR 31 _BH)R
o FHBHE

L [ B IR

FERTHEN BT

{5 REST API 4T AT N

REST API 2t iy Ji ISR (K SC BSR4 1 APLARZSEAE NS SR H ST BANAE 2. T i B 7195
AN AR HTTP SR AAR R Sk CRA D LR H BT K

HEE R WS/ THRES

1. BRI AR AE a4 Y, 38 [)/mgmt/tm/Itm/profile/ocsp & 1T 2 s

GET https://192.168.25.42/mgmt/tm/ltm/profile/ocsp-stapling-params

{
"kind" :
"tm:1ltm:profile:ocsp-stapling-params:ocsp-stapling-paramscollectionstate",
"selfLink":
"https://localhost/mgmt/tm/ltm/profile/ocsp-stapling-params?ver=13.0.0"

}
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EER IR VELE B, W& Evar/loglicrd H & .

Dec 30 23:59:36 localhost notice icrd child: 18826,18853,iControl REST Child

Daemon, WARNING, [api-status-warning]: ltm/profile/ocsp-stapling-params:
deprecated

H &M B AFEFRR, #Un[api status warning] PAfE 7~ REST API A= A B HI H B4 H

B IR IR B AT, 35 A /mgmt.tm/Itmyprofile/fast14/fast14 Ui i o

GET https://192.168.25.42/mgmt/tm/1ltm/profile/fastl4/fastL4

"serverTimestamp": "disabled",
"softwareSynCookie": "disabled",
"synCookieEnable": "enabled",

EERTEEENEAE S, 1§ /var/loglicrd H &

Dec 31 00:05:02 localhost notice icrd child: 18826,18853, iControl REST
Child N

Daemon, WARNING, [api-status-warning]: ltm/profile/fastl4d: no status;
properties: deprecated:

ltm/profile/fastl4/hardware-syn-cookie,
ltm/profile/fastld/software-syn-cookie

B R T B R 0 A s 4 R /mgmit/tm/Itm/profile/ocsp 21T S 80 . TRE
JSON F:A4%&, tnElfros.

POST https://192.168.25.42/mgmt/tm/1ltm/profile/ocsp-stapling-params

2B W EFELAE x-YK-Api-Status: DEPRECATED RESOURCE

EEEERMHEREE, iEENarloglicrd HEHHFI%H

Jan 5 01:14:08 localhost notice icrd child[2562]: 2562, 2567, iControl
REST Child

Daemon, WARNING, [api-status-warning]: ltm/profile/ocsp-stapling-params:
deprecated
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7. QR R TR IR R AR A s, JEH O3 IAPI Allowed % E Dy false, 1]
Imgmt.tm/ltm/profile/ocsp %511 240 i & H POST 153K, $5E JSON A%, W Fs:

POST https://192.168.25.42/mgmt/tm/ltm/profile/ocsp-stapling-params

{
"name": "myocsp",
"dnsResolver": "dns-resolver-1"

TEE: W ETERESEE HTTP/1.1 404 Not Found.

8. EHEIHRMHEEE, ifENarlogiestjavad.0.Llog H &R BN H . HEE, %% HHBIE
SR+ BAR R HESC A

[WARNING] [157] [05 Jan 2017 01:23:42 UTC] [8100/mgmt/shared/resolver/groups
ForwarderPassThroughWorker] [api-status-warning] The deprecate API
/mgmt/tm/ltm/profile/ocsp-stapling-params/ is not available as per the

/shared/settings/api-status/availability

9. FA R T AR EIER L, 1 F/mgmt/tm/Itm/profile/fastl4/fastl4 3 £, 45 5E JSON A4k,
AR .

POST https://192.168.25.42/mgmt/tm/1ltm/profile/fastl4

{
"name": "myfastl4",
"softwareSynCookie": "enabled"

}

KR WP EFFLFIE X-YK-Api-Status: DEPRECATED PROPERTY.

10. EEREIHRIHERLR, B1E/var/log/icrd HEFHKENZEH

Jan 5 17:26:53 localhost notice icrd child[2562]: 2562, 2568, iControl
REST Child B
Daemon, WARNING, [api-status-warning]: ltm/profile/fastl4: no status;
properties: deprecated:
ltm/profile/fastl4/hardware-syn-cookie,
ltm/profile/fastl4/software-syn-cookie
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11 S R TR s E e p A ar R, JF SRR vE AP RCEA false, 1517
Imgmt.tm/ltm/profile/fast14 2445 55k i POST &K . #8732 JSON F4&, WEIFR.

POST https://192.168.25.42/mgmt/tm/ltm/profile/fastl4

{

"name": "myfastl4",
"softwareSynCookie": "enabled"

}

KB W EFEREH S HTTP/1.1 404 Not Found, £{ZLAIE x-yk-api-
status:DEPRECATED_PROPERTY ,

12. EEFFERMHERFL, 1BENar/loglicrd HETHBIZ%H .

7£ tmsh HFH REST API A4y BRIE K

TR BR R T ST ) REST /i 5241 tmsh.
1. ZERRBIRN AP A dn M L, 11247 tmsh @& 51 H BEE

(tmos) #list Itm configuration file ocsp binding parameters

api-status-warning] ltm/profile/ocsp-stapling-params is deprecated
ltm profile ocsp-stapling-params ocsp-cur {
dns-resolver dns-resolver-cur

}

2. EELTRNIEAEE, HE
Ivar/log/itm H &.

Dec 30 16:00:43 localhost warning tmsh[1409]: 01420013:4: [api-status-warning]

ltm/profile/ocsp-stapling-params is deprecated

3. BONBHURJEIEAE A AP A dr A A i, 11847 tmsh -, WTEIFTR.
(tmos)# list Itm profile fastl4 fastL4 software-syn-cookie

[api-status-warning] ltm/profile/fastl4, properties : deprecated :
software-syn-cookieltm profile fastl4d fastlL4d {

reassemble-fragments disabled
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reset-on-timeout enabled
software-syn-cookie enabled

EER BB EREAEE, 1E7E
/var/log/ltm HiE.

Dec 30 16:02:49 localhost warning tmsh([1731]: 01420013:4: [api-status-warning]

ltm/profile/fastl4, properties : deprecated : software-syn-cookie

5. EAEMMTEIEF BRI A dr AL, 52T tsh 5, WER. b HEEGR S22
JEio

(tmos) # create ltm profile ocsp-stapling-params myocsp dns-resolver
dns-resolver-1

[api-status-warning] ltm/profile/ocsp-stapling-params is deprecated

B};Ej:jz ﬁm-ﬁéélﬂ/fgluu -Lﬁ%E
/var/log/ltm H&

Jan 5 09:49:54 localhost warning tmsh[4542]: 01420013:4: [api-status-warning]

ltm/profile/ocsp-stapling-params is deprecated

B O T a0 R I ARy B L, R A HEEE S I APL Allowed BN false, 1512
17 tmsh 4, WE IR, W EIGLS2Z)5.

(tmos) # create ltm profile ocsp-stapling-params myocsp dns-resolver
dns-resolver-1

[api-status-warning] ltm/profile/ocsp-stapling-params is deprecated. This
command is not
available or has properties which are not available.

EHERTIEMIEAELS, T
/var/log/ltm Hi&.

Jan 5 09:49:01 localhost warning tmsh[4493]: 01420013:4: [api-status-warning]

ltm/profile/ocsp-stapling-params is deprecated

AR H TN SR B R, Eig Ttmsh ir 4, WE AR, fE eSS G .

(tmos) # create ltm profile fastl4d myfastld4d software-syn-cookie enabled

[api-status-warning] ltm/profile/fastl4, properties : deprecated
software-syn-cookie
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10. EERFFRBIEMIEGERE, 1E1E
/var/log/ltm Hi&

Jan 5 09:44:28 localhost warning tmsh[4426]: 01420013:4: [api-status-warning]

ltm/profile/fastld, properties : deprecated : software-syn-cookie

11 BN T B0 E SR B s e, R AEREAE AT API Allowed & false, 112
17 tmsh a7 %, WEFR. fd a2 )a.

(tmos) # create ltm profile fastl4d myfastld4d software-syn-cookie enabled

[api-status-warning] ltm/profile/fastl4, properties : deprecated :
software-syn-cookie

12. EERFFEEMENHEAEE, EE
/var/log/ltm H&

Jan 5 09:44:28 localhost warning tmsh[4426]: 01420013:4: [api-status-warning]

ltm/profile/fastld, properties : deprecated : software-syn-cookie

fic B REST APl 4 A RE

REST AP A& i J& A 0G4 nl B 1 APDIRSH B W E . @ S e E, Al LU H REST
M TMSHidEZE R

1. EAEREST MtE, Kib GETiEK.

GET https://192.168.25.42/mgmt/shared/settings/api-status/availability/

SRR SRALT BU A B

"deprecatedApiAllowed": "true",
"earlyAccessApiAllowed": "true",
"testOnlyApiAllowed": "false"

HELR: X E SRR . R RETEE TS, WA REST 15
REGtmsh HEF LI, REST iERELL 404 (KHEE)) W fCA5. #tmsh &, tab
completion AL A FFXLEF T,
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2. HEFNAPIHPRSEE, EKIBHMERFE POST iRk, £ JSON Tk, F5 @ E i a] I,
MARE . Filin

PATCH https://192.168.25.42/mgmt/shared/settings/api-status/availability/

{

"earlyAccessApiAllowed": "false"
}

I e A SR A B s -
3. EFIEAMH S BRI E, R HGET iR,

GET https://192.168.25.42/mgmt/shared/settings/api-status/log/resource

EREREEHIEOT BT WA

"deprecatedApiAllowed": "true",
"earlyAccessApiAllowed": "true",
"testOnlyApiAllowed": "false"

4. EHEA R H IR EE PR RE, HRHGET R GHRISER) .

GET
https://192.168.25.42/mgmt/shared/settings/api-status/log/resource-property

XFTAE 3 L, A% B PR BB AMEF B POST 3 K MEUE TR E . fEA TR,

BEWIFECE T AP A AR AT AT H Sl R E .

¥ F tmsh B E REST API A4y F R E

REST API A4 A HASRIS SCFFrT I B 1 APLIRASFTH SR E . W LMER tmsh ar S HCE APLIRZSAN
HERE.
1. TEERE, HEEALLT tmsh i

(tmos) # list mgmt shared settings api-status availability

2. BUBMCAERER IR E, TEEEA LT tmsh 7 4.
(tmos) # modify mgmt shared settings api-status availability
{ deprecatedApiAllowed value false }

i S RPIRSEEON S
3. EAEHERIRIE, HEALLT tmsh 74

(tmos) # list mgmt shared settings api-status log resource
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WIS 7E A4 F 4R E resource property i A2 resource, B LATE BIEJE M H E R E

mgmt shared settings api-status log resource

{
deprecatedApiAllowed true
testOnlyApiAllowed true

earlyAccessApiAllowed true
}

FEARER A, EAEH tmsh & EFMEE api WS H S E.
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XFhIES

URI K Bt & lexample J5 25 2 #2751 iControl® REST A= BB VR IR B R 7R . AT LAFE GET iR
Fllexample suff kAR AS AR (BFETENE) MRR. RUERRIE ORISR AN %
B SCAR AT RN RIR I B RS R . AR — AN S N P G E R, X 28 & 1 —
FRIRBEIR, X S/HE 5.
1t iControl REST 1, —ANHSRBETE JSON &/~ N—> NaturalKeysPropertyNames J& £, &&—
MNEFRS IXATBRAEREA . AFR 2 X T B O R e Bk AE . 0T AL X %
Ji, iControl REST ¥ 70 X &4 W AE N B 28 8 4 B o W B0 R 2 5 xR, N
NaturalKeysPropertyNames #4H % .
X7 FF tmsh 774 SHOW. LIST. DELETE. LOAD. SAVE. INSTALL 5% RUN [ = Bl®A G4
A BN B AL . X TR e, Rt/ example 45 s AA BB BRI A R o
Application Security Manager™ (ASM™?) %% it ] 7~ 51 2 7~ AN A0 45 BRUMEL R PT B A28 (. ASM
IR )79 2 s AN 55 & M IR 1 AR 9 5 Bl SOAR
WARAFAEREE, WRBIFRRTE BB E . SRR A BOME, NIRRT 4.
TR BN R )
o BUEFRHEANZE (0
o Ti/RIEMER false
7% [ JSON ¥ £H 5t

R R YE MBS TSR IUE, WIS 3 0R AT 2 ME s %2 . iControl REST 4 54 Enums
om0 s S 2L ) A4 Bk AR IR M2

. REHIZT, WEIRRITER, BIERHELR A POST HRAT ISON FEF.

XFhRIE SRS

Vil RIS FEEs (APM) AR FI®AR e 2 & AR IR A5 & . iControl® REST AJF 1
APM i 55, PLSZIIRT APM %35 1) 4w A2 07 0] A1 E B4k 1 i Ak

APM A A6 i A1 T 34 Ay A JER 00«

o URI S5 S RERHE & AT YR I — 805 17

o BRI, GRS AR AL

+ JSON #mfidfaitk 17 & IRMIE R



B AnTh g

o HTTP &Rt ¥ S8R HRTNE, PR B HRiE. SN E

XF HTTP InRfCHS
XtFTA IControl®rest 175 3K 10 B # AL & — AN NARAD, W1 R Fw
REINEIR
me SLARAS BB
200 OK Indicates success for all methods.

Error responses

M RLARAS

HTTP
¥k

B

400 iR IIIE K

Eoxsiifih]

T RE R DA A «

¥ AR A HTTP iR
o TERHPRIER A FRAS

401 KL FZHL

Eousiifil

AT RE R DA A«

B HTTP #3243k
A R AL R SE SRR AN

403 #2E 111

Eoxifil

A RE 0 R L

NE B BRI R AR A AL
o SHRPAT AR SCRFIOERAE, B L R e

404 A F

Eoxsiifih]

AT RE A PR LA
o BB A Bl e v A A A R B

409 M5

POST, PUT

I RE R DA A «
WU B CAFAE ) BT

FEIR T SR AR T S BRI AR Z 1A B R 4l
o, IR KA CAAFAERBTIR, TR EHR Y .

415 ASCRFIBEAARSE
ﬂ

POST, PUT

I RE R DA A «

T 7B AN IERf ) N 25 2R B e i
i POST 8% PUT 185 3Kk 4 & #% U R 19 JSON 244
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IControl®rest AP| ISR

i AR HTTP B
Hik
500 N E AR 55 2 5l o 0] W] HE A 5 A A -
» o HEREARIZITIN 22417 1 1Control REST
501 A =2l POST W] G 1) S IR LR -
o B R AFAE B A
o REEE iControl REST i FHANSZ 3 ##11) tmsh #ir 4

XFREXH

Mz G5 E) = FBl®B % 1 SSH iE#:, w3 iControl®REST LA~ H & 3044

e /var/log/restjavad-audit.0.log &R} iControl REST MR HIFTA ML, XEef 4
REST WHMEFFIER.
e /var/log/restjavad.0.log B&HKE| iControl REST REMIERMEE, HIURFEIIER,
* /var/log/icrd /R icrd HFERHEARE, R E HA TR H R A LRE
/var/log/ltm B ERKH mepd MIHE, icrd WHZMEREHRGIE.
ﬁﬂﬁﬂﬁﬂ’] Unix fir 2 A PRI BE A, 4 tail grep A less. fEASHH, £3ifiEit ssh &5t 5]—
BARG, JHEH tail-f Al
Ivar/log/restjavad-audit.0.log H & 014

juser@bench2:~/$ ssh root@192.168.25.42

Password: default

Last login: Fri Mar 29 09:03:25 2013 from 192.168.98.174

[root@localhost:Active:Standalone] config # tail -f

/var/log/restjavad-audit.0.log

[T]1[339][29 Mar 2013 16:04:06 UTC] [ForwarderPassThroughWorker] \
[run] {"user":"admin", "method" :"PUT", \
"uri":"http://localhost:8100/mgmt/tm/ltm/pool/dns-pool2", \
"status":"succeeded","from":"192.168.96.37"}

[T]1[340][29 Mar 2013 16:04:06 UTC] [ForwarderPassThroughWorker] \
[run] {"user":"admin", "method" : "GET", \
"uri":"http://localhost:8100/mgmt/tm/ltm/pool™, "\
status":"succeeded", "from":"192.168.96.37"}

[T]1[341][29 Mar 2013 16:04:06 UTC] [ForwarderPassThroughWorker] \
[run] {"user":"admin", "method" : "DELETE", \
"uri":"http://localhost:8100/mgmt/tm/ltm/pool/test-pool2™,\
"status":"succeeded","from":"192.168.96.37"}

[T]1[342][29 Mar 2013 16:04:07 UTC] [ForwarderPassThroughWorker] \
[run] {"user":"admin", "method" :"POST", \
"uri":"http://localhost:8100/mgmt/tm/sys/folder",\
"status":"succeeded","from":"192.168.96.37"}

[T]1[343]1[29 Mar 2013 16:04:07 UTC] [ForwarderPassThroughWorker]\
[run] {"user":"admin", "method":"DELETE", \
"uri":"http://localhost:8100/mgmt/tm/sys/folder/~fw _objs",\
"status":"succeeded","from":"192.168.96.37"}
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[T]1[344][29 Mar 2013 16:04:07 UTC] [ForwarderPassThroughWorker]\
[run] {"user":"admin", "method":"DELETE", \
"uri":"http://localhost:8100/mgmt/tm/sys/folder/~eu~east~romania", \
"status":"succeeded","from":"192.168.96.37"}

[T]1[345][29 Mar 2013 16:04:07 UTC] [ForwarderPassThroughWorker]\
[run] {"user":"admin", "method":"POST", \
"uri":"http://localhost:8100/mgmt/shared/authz", \
"status":"succeeded","from":"192.168.96.37"}

[T]1[346][29 Mar 2013 16:04:07 UTC] [ForwarderPassThroughWorker]\
[run] {"user":"admin", "method":"GET", \
"uri":"http://localhost:8100/mgmt/shared/authz", \
"status":"succeeded","from":"192.168.96.37"}

[T]1[347][29 Mar 2013 16:04:10 UTC] [ForwarderPassThroughWorker]\
[run] {"user":"dns_admin","method":"GET",\
"uri":"http://localhost:8100/mgmt/tm/sys", \
"status":"succeeded","from":"192.168.96.37"}

[T]1[350][29 Mar 2013 16:04:10 UTC] [ForwarderPassThroughWorker]\
[run] {"user":"admin", "method":"GET", \
"uri":"http://localhost:8100/mgmt/tm/ltm/pool/http-pool?$stats=true", \
"status":"succeeded","from":"192.168.96.37"}
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