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if {[HITP::method] eq "POST"} {
if { [HTITP::uri] contains "/security/shoppingcart/commit.jhtml™ or [HITP::uri] contains "/shopSg
ckill/confirmIdentifyCodes.jhtml™ or [HITP::uri] contains "/order/createNormalOrder.jhtml™ or [H
TTP::uri] contains "/order/createSeckillCOrder.jhtml™ or [HITP::uri] contains "/order/createPromg
tionOrder.jhtml™ or [HTITP::uri] contains "/order/createFinanceOrder.jhtml™ or [HTITP::uri] contai
ns "/szafeConnection/reg/subRegizterInfo.jhtml” or [HITP::uri] contains "/member/memberOrderCance

S OH H > N ~ . =
N 4
TEHHE TBITFS iRulesSESRYl Ead
N R N if { $static::control_by_Session == 1} {
BE%J$ . set SessionId [HITP::cookie JSessionlID]
}
\’ else {
X%/Aﬂtﬁ set Sessionld [IP::client addr]
}
#tracking®iF, dropiER, REFLMREFERETIAE
if { $static::tracking memlimit == 1 } {
set total [table keys -subtable "tracking"” -count]
if { $total » $static::tracking maxentry } {

#drop
return
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Iﬂ jj Xj‘q:j—%—kp' E/j ﬁ *E table lifetime -subtable "tracking” $SessionId 180
Ej] Igﬁ Eb:l o Bot Detection | Session Opening Session Transactions Anomaly
Rapid Surfing Maximum I 20 page changes perl 1000 milliseconds
Grace Interval I 20 requests
Unsafe Interval I 20 requests

Safe Interval I 20 requests
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Network Based IP Fragment
(2-4%)

Tear Drop
SYN Flood (Dirt Jumper)

TCP (connection) Flood
e.g. SYN-ACK, ACK & PUSH-ACK, RST or FIN and Fragmented ACK

Christmas Tree
Fake Session
LAND
Redirect Traffic Attack
ICMP Flood, Ping Floods and SMURF Attacks
Ping of Death ICMP
DNS based UDP Flood
4/=) UDP Fragment

DNS Flood (Distributed and DNS Blacklisting)
e.g. DNS UDP Flood, DNS Query Flood and DNS NXDOMAIN Flood

sed SSL Floods, Malformed SSL (e.g. empty SSL HELLO)
SSL THC attack (Extending from SSL Renegotiation vulnerability)

Application based Slowloris (Nuclear DDoSer, Slowhttptest)
(6-7%) Keep-Dead

Slow POST (R-U-Dead-Yet, Tor Hammer, Nuclear DDoSer, Slowhttptest)

HashDoS

Apache Killer (Slowhttptest)

HTTP GET Flood, Recursive GET Flood (Web Scraping), Dirt Jumper (HTTP Flood)

#RefRef (exploit SQLi - OWASP Top 10 vulnerability as entry)
XML “Bomb” (DTD attack), XML External Entity DoS
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